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CHAPTER ONE
ABSTRACT

Stream Ciphersare an important class of encryption algorithniseyl
encrypt individual characters (usually binary dgjiof a plaintext message
one at a time, using an encryption transformatitnctv varies with time.
Shift register sequenceswhich are generated frominear Feedback
Shift Register (LFSR), are used in both cryptography and codnegty.

The Periodicity, Linear Complexity, Randomnessand Correlation
Immunity used as basic criterions to meadsiey Generator Efficiency.
The key generator depends basically on LFSR wisatonsidered as one

of the basic units, beside the combining functafrgtream cipher systems.

This Dissertation introduces two important apphes; design and
analysis of two new proposed key generators. Thegecryptosystem are
developed from two known generators. The two gdoesaare called
Modified Geffe and Threshold generators.

Through this Dissertation, the basic criteria cae balculated
theoretically for the two proposed key generat@®ie it be implemented
or constructed (software or hardware). The two ggpes are passing these

criteria successfully.

Lastly, the two proposed modified generator are lyaed by
constructing, testing uniqueness then solving yiséem of linear equations
system (SLE's) of the output sequence of each gtraalthough the high
complexity they own. The solving of SLE's meansgliing the initial values

of the combined LFSR's in the generator.



The main conclusion made by this work that any ggoe necessarily
passes the basic efficient criteria but it's ndtident to be immune against

the attacks.
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CHAPTER TWO
LITERATURE SURVEY

In 1989, Staffelbach and Meier [Sta.89] presenteo mew so-called
fast correlation attacks which are more efficidrarn Siegenthaler’s attack
in the case where the component LFSRs have spsedbdck polynomials,
or if they have low-weight polynomial multiples ge. each having fewer

than 10 non-zero terms) of not too large a degree.

In 1990, Jansen and Boekee [Jan.90] defined theinmax order
complexity of a sequence to be the length of thatekt (not necessarily
linear) feedback shift register (FSR) that can gaeethe sequence. An
efficient linear-time algorithm for computing thismplexity measure was

also presented.

Gustafson et al. in 1994 [Gus.94] describe a coarppickage which
implements various statistical tests for assesdimg strength of a

pseudorandom bit generator.

In 1996, Gustafson [Gus.96-1] considered altereasitatistics for the
runs test and the autocorrelation test. Gustafédmyson, and Gali
[Gus.96-2] proposed a new repetition test which suess the number of
repetitions of I-bit blocks. The test requires aummpof the number of

patterns repeated, but does not require the fregusfireach pattern.

The security of GSM conversation is based on usddlee A5 family
of stream ciphers. Many hundred million customarEurope are protected
from over-the-air piracy by the stronger versionthis family, the A5/1
stream cipher. Other customers on other marketshes@veaker version,
A5/2. The approximate design of A5/1 leaked in 1984d in 1999 the



exact design of both A5/1 and A5/2 was discovere@ticeno [Bri.99]. A

lot of investigations of the A5 stream ciphersdualed.

In 1987, Ron Rivest from RSA Data Security, Incdea design of a
byte oriented stream cipher called RC4 [Sma.03]s Tipher found its
application in many Internet and security protocdlse design was kept
secret up to 1994, when the alleged specificatfidR@4 was leaked for the
first time [Sch.96]. Since that time many cryptasa attempts have been
done on RC4 [Flu.00,Man.01,Pau.03].

At FSE 2004, a new stream cipher called VMPC [Z4]IWas proposed
by Bartosz Zoltak, which appeared to be a modibcabf the RC4 stream
cipher. In cryptanalysis, a linear distinguishirttpek is one of the most
common attacks on stream ciphers. In the paper.QRhit was claimed
that VMPC is designed especially to resist distisigmg attacks.

Scream was developed by the IBM researchers CappghrsHalevi,
and Jutla in 2002 [Hal.02]. It is a purely softwamngented stream cipher.
The design is based on the ideas behind the SE&bmtcipher [Rog.44],
but considered to be more secure. The so-called ¢tpher” denoted
ScreamO uses the AES S-box whereas the Screamrmatiglaer uses secret

S-boxes, generated by the key.

Recently, a new European project eSTREAM [eST.@5] $tarted, and
at the first stage of the project 35 new proposase received by May
2005. Although many previous stream ciphers werekdn, collected
cryptanalysis experience allowed strengthening nepvoposals
significantly, and there are many of them that streng against different
kinds of attacks. One such good proposal was tirvestream cipher Grain.

The stream cipher Grain was developed by a grougsdarchers M.

Hell, T. Johansson, and W. Meier, and was espgaisigned for being



very small and fast in hardware implementatiorudés the key of length
80 bits and the 1V is 64 bits, its internal statef size 160 bits. Grain uses
a nonlinear feedback shift register (NLFSR) andnadr feedback shift
register (LFSR), and the idea to use NLFSR is quege& in modern
cryptography [Joh.02].

Dragon is a word oriented stream cipher [Che.0%]nstied to the
eSTREAM project, designed by a group of resear¢ligtddDawson et al. It
is a word oriented stream cipher that operateseynskzes of 128 and 256
bits. The original idea of the design is to useoalinear feedback shift
register (NLFSR) and a linear part (counter), coradiby a filter function
to generate a new state of the NLFSR and produeekélystream. The
internal state of the cipher is 1088 bits, whiclupglated by a nonlinear
function denoted by F. This function is also used aafilter function
producing the keystream. The idea to use a NLFSfuie modern, and

there are not many cryptanalysis techniques on NRsR#t developed.
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CHAPTER THREE
BASIC CONCEPTS

3.1 Introduction

The growth of the Internet has made governmentliggace and
police agencies nervous. They say that widely alél encryption
software could make wiretapping more difficult; theommon reaction is
to try to restrict the strength of encryption altfuns or require that spare

copies of the keys are available somewhere for tioeseize.

Cryptography is the study of mathematical techrnsqudich are
related to the aspects of information security sastconfidentiality, data
integrity, entity authentication, and data origutteentication [Sti.95].

This chapter introduces the basic concepts in miffe fields in
mathematics, which the cryptography and cryptamalyare needed,
specially, in stream cipher systems, which willdiscussed in details in

chapter two.

3.2 Basic Mathematical Concepts

3.2.1 Number Theory

Number theory, in mathematics, is primarily the theory of the
properties of integers (whole numbers) such astypadivisibility ,
primality , additivity , andmultiplicativity , etc. In the next subsections we

will investigate more detailed discussions abounhbers.



Theorem (3.1) (the fundamental theorem of arithmetic) [Apo.98]

Any positive integer n>1 can be written uniquelytie following prime

factorization form:
a a a K a;
n=p,"P," - P’ :Dpil ..(3.1)

where p<p,<...<p are primes, and, d,,..., 0 are positive integers.

Example (3.1)[Yan.0Q: The following are prime factorization of n for
n=1999, 2000, ..., 2010.

1999 = 1999 , 2000 = 2*5° , 2001 = 3.23.29
2002 = 2.7.11.13 2003= 2003 , 2004 = 2°.3.167
2005 = 5.401 , 2006 = 2.17.59 2007= 32223

2008 = 2°251 , 2009 = 72.41 , 2010 = 2.3.5.67

Definition (3.1)[And.94: Let a and b be two integers, not both zero. The

largest divisor d s.t. dla and d|b is called gneatest common divisor

(gcd) of a and b, which is denoted by gcd(a,b).

Definition (3.2)[And.94: Let a and b be two integers, not both zero. d is a

common multiple of a and b, the least common migtflcm) of a and b, is

thesmallest common multiple which is denoted by lcm(a,b).

Definition (3.3)[And.94: Integers a and b are calleelatively prime if

gcd(a,b)=1. we say that integers,...n, are relatively prime if, whenever

i, we have gcd(m)=1, 0i,j, 1<i,j<k.

Theorem (3.2JApo.99: Suppose a and b are two positive integers.




k k
o; B
If a= i and b ., then
[JPrandbo P
k
gcd(a,b):rj P, whereg;=min(a;,3), 0i, 1<i<k.

k
Icm(a,b)=|__l P’ , whered=max@;,B), i, 1<i<k.

Theorem (3.3JAp0.98]: Suppose a and b are two positive integers, then

Icm(a,b)=a—b.
gcd(@b)

Example (3.2) Since the prime factorization of 240 and 560 are:

240=2.3.5 and 560=25.7, then the:
gcd(240,560)=2"¢4) gm0 gnin(.h) 7min01-2% 30 51 7°=g0.
lcm(240,560)=22*4) gmax(1.0) gmax(1.1) gmax(0.1-54 31 51 71-1 680,

%
(cm(240,560)=_240 560__ 134400

= =1680
gcd@40560 80

3.2.2 Algebra Description of Logic Circuits [Riv.97]

In electronically logical circuits (which are subjeo the Boolean
algebra), there are small circuits called Gate<kvlaire, for example, part
from transistors, diodes, capacitors, and etcetigeses are shown in figure
(3.1):



a —» a
x=a.k — y=g+b
b — b

(a) (b)
a —»!
a—» —» 7=¢ — w=allb
bh—»
(c) (d)

Figure (3.1) The Boolean gates.

(a).The gate AND: is multiplying the input variable
(b).The gate OR: summing the input variables.
(c).The gate NOT: complement of the input variable.
(d).The gate XOR: summing XOR the input variables.

These gates are shown in the table (3.1).

Table (3.1) The truth tables of the four gates.

e | 0] 1 + 1 0] 1 al a Oojo| 1
0|0 O 0|01 0|1 0,01
1]0]1 1111 10 11,0

3.2.3 Polynomials [All.85]

Definition (3.4): P(x) is called polynomial from degree n:

P(X) = ax"+ aX"" + ... +ax + &,
where x is the variable of the polynomiglJ8,i=0,1,...,n are called

coefficients of the polynomial.



Definition (3.5): the polynomial P(X)F[x], whereF|x] is the ring of all

polynomial for the variable x, irreducible if P(x)q(x)s(x), where q(x) or

s(x) is of degree 0, otherwise P(x) is reducible.

Definition (3.6): If P(x) can be reformulate as follows:

P(X) = (X01) (X-02)... (X-0p),

Thenq;UF,i=1,...,n are called the roots of P(x).

Definition (3.7): the polynomial P(x) of degree r on filed GF(2)led

primitive polynomial when P(x)|(1), where p=21, and no less than p.

3.2.4 Sequences

Definition (3.8)[Gil.02]: Thesequencan the fieldF is a functionf, whose

domain is the set of non negative (or could betp®&iinteger, s.tf:Z—F,

and its denoted by §S.} .

Definition (3.9)[Gil.02]: The Sequence S igeriodic when [p0Z" s.t.

S9=S,S1=S+1:- -, the minimum p is thperiod of S.



3.3 Cryptology Terminology

Cryptography (from the Greek Kryptos,hidden” and graphein,
“to write”) is the study of principles and techniques by athinformation
can be concealed in ciphertexts and later revebjedegitimates users
employing the secret key, but in which it is eithienpossible or
computationally infeasible for an wunauthorized parsto do so.
Cryptanalysis (from the Greek Kryptds, and analyéto “looseri) is the
science (and art) of recovering information fronphartexts without
knowledge of the key. Both terms are subordinatiaéomore general term
Cryptology (from the Greek Kryptés, and logos,wdrd”). The
cryptography concerned irEncryption and Decryption processes
[Mot.95].

Now we have to present some important notations:
* Message spacdA: a set of strings (plaintext messages) over some
alphabet, that needs to be encrypted.
» Ciphertext spaceC: a set of strings (ciphertexts) over some alphabet
that has been encrypted.
» Key spaceK: a set of strings (keys) over some alphabet, which
includes the encryption key and the decryption key.d
« TheEncryption process (algorithn: Ee(M)=C.
e TheDecryption process (algorithm: Ddy(C)=M.
The algorithmsE andD must have the property that:
Dd(C)=Ddk(Eex(M))=M.



The above situations shown in figure (3.2).

Original

Plaintext ) Ciphertext
——— Encryption >

Decryption

Plaintext
—>

Figure (3.2) Encryption Process.

3.4 Cryptosystems

Cryptanalysis is the science and study of methods of breakipgess.

It is a system identification problem, and the goCryptography is to

build systems that are hard to identify [Kon.81¢. dttack a cryptographic

system successfully the cryptanalysis is forcedbéo based on subtle

approaches, such as knowledge of at least parheftéxt encrypted,

knowledge of characteristic features of the languaged,..., with some

luck. However, in practice, some of this informatimay be inaccurate,

imprecise, or missing, which, in turn, causes torease the possibility of

attacking and increasing the time or the resouregsired by the analyst.

The Cryptosystem are the systems which use the encryption and

decryption processes, these systems can be abalsadiin figure (3.3).



Cryptosystenr

Secret Key
Encryption

v

Classical System:

\4

Public Key
Encryption Systems

U7

Modern System

v v v
Transposition Substitution Block Cipher
Systems Systems Systems

Figure (3.3) Cryptosystems classification

There are essentially two different types of crgo&phic systems
(cryptosystems), these cryptosystems are describedhe next two
subsections [Fra.94, Joh.02].



3.4.1 Public Key Cryptographic System

It is also calledasymmetric cryptosystems In a public key fon-secret

key) cryptosystem (see figure (3.4)), the encryptiey & and decryption

key d are different, that is,gdy.

Public and also
insecure channel | Cryptan?\zyst/Enemy
Message Encryption ! Decryption Message
Mm = —> M
C=Ee(M) Dd(C)=M
Key sourcel Key source2
Encryption key Decryption key

(Public key) (Private key)

Figure (3.4) Modern public-key cryptosysteng:a

3.4.2 Secret Key Cryptographic System

It's also calledsymmetric cryptosystems In a conventional secret-
key cryptosystem (see figure (3.5)), the same legyd(=kK), called
secret key used in both encryption and decryption; we aterést in this

type of cryptosystems.



Public and also ., Cryptanalyst/Enemy

insecure channel | M
Message Encryption Decryption Message
M — =v => > M
C=Ex(M) Di(€)=M

Secure Channel

Key source
Secret key

Figure (3.5) Conventional secret-key cryptosystems
The sender uses an invertible transformatidefined by:
f-MOk- C
So produce the ciphertext:

c=( Ex(m)),mOM andcOC.

and transmits it over the public insecure chano¢hé receiver. The key
should also be transmitted to the legitimate resreior decryption but via a
secure channel since the legitimate receiver kntves keyk, he can
decryptc by transformatiori* defined by:

fr:COk- M

and obtain:

Dk(c)=Dk(Ek(m))= m, cOC andmOM,

and it's the original plaintext message.

There are many different types of secret key cigyatems [Yan.00].



3.5 Cryptosystems Cryptanalysis

Unlike designing a cipher system, breaking a ciplsgstem
sometimes highly depends on guess and luck. Whateethod of
cryptanalysis is used, the analyst must alwaysmkgeme amount of time
and resources (defined as work factor) to reachgbe. By increasing
available resources, the time required to attaekcthher successfully can

often be reduced.

Consequently, there is a relationship between aodttime for any
given cryptanalytic attack against a cipher. Alftere is a relationship
established between the value, of the informatibtaioed by breaking a
cipher, and time. These two relationships can el us determine the
practical secrecy of the cipher. Usually, cryptgs@l involves high-speed
computers, and complex, sophisticated computerranogt This includes:
first, computer processors, which may include sgqmirpose hardware to
execute the logical and arithmetic operations ngedebtain the solution,
second, computer storage for the analysis progeardsits data, and third
human resources to devise and write analysis pmgrgather data, and

oversee the analysis [Mey.82].
The basic concepts of cryptanalysis were devel@sed branch of
applied mathematics; the cryptanalysis uses theviolg tools [Mey.82]:
1. Probability theory and statistics.
2. Linear algebra.
3. Abstract algebra (group theory).

4. Complexity theory.



3.6 Data Security [Men.96]

An encryption scheme is said to beeakable if a third party, without
prior knowledge of the key pair(ed), can systematically recover plaintext

from corresponding ciphertext within some apprdpriame frame.

An encryption scheme can be broken by trying afistale keys to see
which one the communicating parties are using (assy that the class of
encryption functions is public knowledge). Thisdalled anexhaustive
search of the key space. It follows then that the numblekeys (i.e., the
size of the key space) should be large enough tkenthis approach
computationally infeasible. It is the objectiveadflesigner of an encryption

scheme that this be the best approach to breadyttem.

The size of the key space is the number of enawfitecryption key
pairs that are available in the cipher system. p iketypically a compact
way to specify the encryption transformation (frtdrme set of all encryption
transformations) to be used. For example, a trasispo cipher of block
length t has t! encryption functions from which delect. Each can be

simply described by a permutation which is callesl key.

It is a great temptation to relate the securityhef encryption scheme to
the size of the key space. A necessary, but usnathgufficient, condition
for an encryption scheme to be secure is that ¢lyeshace be large enough
to preclude exhaustive search. For instance, thelsisubstitution cipher
has a key space of size 26k10?°. The polyalphabetic substitution cipher
of (3) alphabets has a key space of size {28%10"°. Exhaustive search of
either key space is completely infeasible, yet bdffhers are relatively

weak and provide little security.



3.7 Stream Cipher Systems

In stream ciphers the message units are bits, and the key is usual
produced by aandom bit generator (see figure (3.6)). The plaintext is
encrypted on a bit-by-bit basis.

Key source (secret key)

l |

Pseudorandom Pseudorandom
Bit Generator Bit Generator
Plaintext Ciphertext Plaintext
M C * M
Encryption Decryption

Figure (3.6) A stream (Bit) cipher.
The key is fed into random bit generator to crealeng sequence of
binary signals. This “key-streank’is then mixed with plaintexh, usually

by a bit wise XOR (Exclusive-OR modulo 2 additioim) produce the

ciphertext stream, using the same random bit gerresiad seed.

Stream ciphers are an important class of encrypigorithms. They
encrypt individual characters (usually binary dsgjiof a plaintext message
one at a time, using an encryption transformatidmnciv varies with time.
By contrast, block ciphers tend to simultaneoushcrgpt groups of
characters of a plaintext message using a fixedyption transformation.
Stream ciphers are generally faster than blockergplhin hardware, and
have less complex hardware circuitry. They are ailsoce appropriate, and
In some cases mandatory (e.g., in some telecomuations applications),
when buffering is limited or when characters mus imdividually

processed as they are received. Because they haitedl or no error



propagation, stream ciphers may also be advantageasituations where

transmission errors are highly probable [Riv.97].

3.8 Combination Generator

3.8.1 Linear Feedback Shift Register

A feedback shift registeris made up of two parts: a shift register gnd a
feedback function (see figure (3.7)). The shift register is a segeeqf
bits, (the length of a shift register is figured bits). Each time a bitf is
needed, all of the bits in the shift register drfted 1 bit to the right. The
new left-most bit is computed as a function of dileer bits in the regisfer.
The output of the shift register is 1 bit, ofter tfleast significant bit. The
period of a shift register is the length of thepuitsequence before it sjarts

repeating.

»
»
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Feedback Function

Figure (3.7) Feedback Shift Register.

Cryptographers have liked stream ciphers made ughiff registers:
They are easily implemented in digital hardware.Wileonly touch on the

mathematical theory.



Ernst Selmer, the Norwegian governments’ chief twygmpher,
worked out the theory of shift register sequennekd65 [Sel.66]. Solomon
Golomb, an NSA mathematician, wrote a book withn&sk results and
some of his own [Gol.82, Sel.66].

The simplest kind of feedback shift register Isr@ear Feedback Shi
Register (LFSR), as described in figure (3.8). The feedbhakction i
simply the XOR of certain bits in the register; tis¢ of these bits is callgd
atap sequenceBecause of the simple feedback sequence, a tardye
mathematical theory can be applied to analyzing R&SCryptographayrs
like to analyze sequences to convince themselvastliey are randgm

enough to be secure. LFSR's are the most commandiyghift registefs

used in cryptography.

O &A1 | ... ) 52! [ &

]
e
NI

Figure 3.€) Linear Feedback ShiRegistel

In order for a particular LFSR to bemaximal-period LFSR, the
polynomial formed from a tap sequence plus the teorisl must be a

primitive polynomial mod 2. The degree of the paymal is the length of



the shift register. A primitive polynomial of degren is an irreducible

polynomial.

Linear feedback shift registers (LFSRs) are usedmiany of the
keystream generators that have been proposed ilit¢hegure. There are
several reasons for this [Men.96]:

1. LFSRs are well-suited to hardware implementation.

2. They can produce sequences of large period.

3. They can produce sequences with good statistiocplgpties.

4. Because of their structure, they can be readilyyaed using algebraic

techniques.

A linear feedback shift register (LFSR) of lengtltdnsists of L stages
(or delay elements) numbered 0,1,...,L-1, each capabktoring one bit
and having one input and one output; and a clockctwizontrols the
movement of data. During each unit of time thedwihg operations are
performed:

1. The content of stage O is output and forms patti@futput sequence.

2. The content of stage i is moved to stage i—1 feheal<i<L-1.

3. The new content of stage L-1 is the feedback hittsgh is calculated
by adding together modulo 2 the previous contehis fixed subset of
stages 0,1,...,L-1.

Every output sequence (i.e., for all possible ahistates) of an LFSR
(L,C(D)) is periodic if and only if the connection polyn@hiC(D) has
degree L.

If C(D)UZ,[D] is a primitive polynomial of degree L, théh,C(D)) is
called amaximum-length LFSR. The output of a maximum-length LFSR

with non-zero initial state is called amsequence



The basic approach to designing a keystream gemeraing LFSR is
simple. First you take one or more LFSR, genew@lgifferent lengths and
with different feedback polynomials. (If the lengtare all relatively prime
and the feedback polynomials are all primitive, thieole generator is
maximal length). The key is the initial state of the LF3ery time you
want a bit,shift the LFSR once (this is sometimes called clockifide
output bit is a function, preferably a nonlineandtion, of some of the bits
of the LFSR. This function is called trmmbining function, and the

whole generator is called a combination generator.

Three general methodologies for destroying thealiye properties of
LFSRs are discussed in this section [Men.96]:
1. Using a nonlinear combining function on the outmftseveral LFSRs.

2.Using a nonlinear filtering function on the contenft a single LFSR.
3. Using the output of one (or more) LFSRs to aairttre clock of one

(or more) other LFSRs.

3.8.2 Generator Components

One approach is to use n LFSRs in parallel; thatputs combined

using an n-input binarydoolean function or combining function (CF).



Figure (3.9) shows the design of n-LFSR’s generatdh combining

function.

Because LFSRs are inherently linear, one technigueemoving the
linearity is to feed the outputs of several pafdlleSRs into a non-linear
Boolean function to form aombination generator. Various properties of
such a combining functiomre critical for ensuring the security of the
resultant scheme, for example, in order to avordetation attacks [Rec.04,
Mis.98, Mat.95].

Since a well-designed system should be secure sigaiown plaintext
attacks, an LFSR should never be used by itsedf kesystream generator.
Nevertheless, LFSRs are desirable because of theiry Ilow

implementation costs.

For essentially all possible secret keys, the dudpguence of an LFSR

based keystream generator should have the follopriogerties:
1. large period;
2. large linear complexity; and

3. good statistical properties.

It is emphasized that these properties are nabessaryconditions for
a keystream generator to be considered cryptogralbhisecure. Since
mathematical proofs of security of such generatyes not known, such
generators can only be deemedmputationally secure after having

withstood sufficient public security [Men.96].

The LFSRs in an LFSR-based keystream generatour@i¢$.9)) may
have known or secret connection polynomials. Favwkn connections, the

secret key generally consists of the initial cotdeaf the component



LFSRs. For secret connections, the secret keyhkeystream generator

generally consists of both the initial contents #rm&connections.
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Figure (3.9) n-LFSR’s Generator with Combining Rumt

3.8.3 Examples of Known Generators
Some examples of known keystream generators aceluded.
1. Linear Generator [Sch.96]

The Linear generator, illustrated in figure (3.9), is defined by n-
maximum-length LFSRs whose lengthsrs,..., I,, where mlZ" are pair

wise relatively prime, with XOR combining function:
F(X1,X2,..,%) = X x0... 10X, .. (2.1)

This generator considered weak, despite of his gapdlomness,

because of his weak linear complexity.
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Figure (3.10xc) n-Linear Generator.

LFSR,

2. Product Generator [Sch.96]

The Product generator, illustrated in figure (3.10), is defined by n-
maximum-length LFSRs whose lengthsrs,..., I,, where mlZ" are pair

wise relatively prime, with AND combining function:
F(X1,X2,..,%) = X1*Xo® ... X, = I'J X,

This generator considered weak, despite of his dioedr complexity,

because of his weak randomness.

LFSR,

LFSR, »« -»OUTPUT

LFSR,

Figure (3.11) n-Product Generator.



3.9 Attacking of Stream Cipher Systems

3.9.1 Attacking of Stream Cipher Methods

The attacking methods of stream cipher could besstiad as

displayed in Figure (3.11).

Attacking
Methods

Classical Modern
Methods Methods

Correlation and Berlekamp- Genetic Neural Network
Matrix Method Fast correlation Massey Algorithms Method
Methods Algorithm Method

Figure (3.12) Attacking methods of Stream Cipher.

The classification is based on the information pestng approaches
and the tools that are utilized by the cryptanalysirom figure (3.12),
clearly the classification has two major parts:ssieal methods, and
modern methods. The classical methods include thet efficient methods
used for attacking the stream cipher, but theynatethe only methods in
this area; they are: matrix method, Massey algaritland correlation
methods (including fast correlation). These methasisally may use some
or all cryptanalysis requirements and tools givenhis section. However,
the modern methods depend on different approachesinformation
processing, namely biological like processing. Wessify them as modern

methods since they depend on new tools, which are:



1. Genetic Algorithms [Gol.89].
2. Neural Networks [Hec.90].

These new tools can greatly facilitate cryptanalysis we shall
explain in this chapter. In fact, the variety ofsnchnologies increases the
possibilities of attack. So that, each major adeang information
technology must change our ideas about data sec|Didv.89]. The
requirements summed up by the phrase "data setulitynot stay the
same; they change rapidly as the technology chari@es of the reasons
for the speed of development in cryptography is;afrse, the presence of

cryptanalyst [Bek.82].

(a). Classical Cryptanalysis Methods

Although there is a considerable literature on ftthesign of
cryptography system, relatively little publiddomain  information
exists on techniques for cryptanalysis. In thistieacwe present an
overview of the most efficient methods used tockttstream cipher (linear

and non-linear type):

1. Matrix Method

Meyer et al [Mey.82, Aug.85], have demonstrated ethmd of
breaking an “N-stage” LFSR given (2N) consecutivies bof known
plaintext. The basic method is to set up the matgxation: K = MC



K n+l M n M n-1 M n-2 M 1 Cl

Kn+2 0 I\/ln I\/ln—l MZ CZ

K.l=flo 0o M, - M,|C,
K,] | O 0 o - M |C
where

M : is the matrix of successive shifts of the findbits of plaintext.

C : is the unknown matrix of switch states.

K. : is the key matrix.

Thus the switch values can be obtained by inveirand solving:
C=M'K

Therefore, the entire key will be known completedthough
finding the inverse of matrix is not trivial (thene taken to find the inverse
matrix over GF(2) is proportional to O{)\lit is a straightforward process.
But this method is weak, since if less than 2N ecnsve bits are known

this may not be enough to determine the entire esszpi

Beker and Piper [Bek.82], showed two methods oékireg an “N-
stage” LFSR given (2N) bits of the known plainteetguence where the
bits are not necessarily consecutive. These methogidased on trying
every possibility for filling unknown entries ingrsequence, and for each
one they merely use the techniques of the matruaton, so that, they
involve a mixture of guessing and solving simult@uee equations. The
choice between these two methods is usually madsebing which will

require fewer trials.

2. Berlckamp-Massey Shift Register Synthesis Algahm



The iterative algorithm introduced by BerleKamp Bv&0] for
decoding Bose-Chaudhuri-Hocquenghem (BCH) codesjiges efficient
solution to the problem of synthesizing the sharte®ar feedback shift
register capable of generating a finite sequendstsf The algorithm leads
to the polynomial of smallest possible degree (bdl)peoviding (2N) bits
from shift register of length (N) [Hen.89].

3. Correlation and Fast Correlation Methods

Siegenthaler [Sie.85], in 1985, demonstrated a odktthat the
LFSR part of the key can be found independently ofatmer LFSR parts,
by using the “divide and conquer” technique. Thistimod showed that the
number of trials to find the key can be reduceadisicantly in those cases
where a correlation exists between the output efrtimning key generator
employed in a stream cipher, and LFS$tquence with correlation
probability P (up to 0.75). These generators haaenbbroken for LFSR
lengths (N < 50).

Meier and Staffelbach [Sta.89], in 1989, developed algorithms
(A and B), which are much faster than the abovechttand are
demonstrated to be successful against shift regisfeconsiderable length
N ( N>>50), provided that the number t of feedbtags is small (t< 10 if P
<0.75).

Both A and B algorithms are developed by usingstiaéistical model
of Siegenthaler. On the other hand, for correlapoobabilities P<0.75 the
attacks are proven to be infeasible against lon@Rd- if they have a

greater number of taps (roughly=NLOO and & 10).

(b). Modern Cryptanalysis Methods



The modern methods of cryptanalysis are based wrand different
approaches to minimize the time and the cost atkibg. These methods,
as displayed in figure (3.10), are directed toizdilgenetic algorithms and

neural network concepts.
1. Genetic Algorithms Methods

Genetic Algorithms are search algorithms basedenriechanics of
natural selection and natural genetics. They useeams drawn from the
theory of evolution to "breed" progressively betsefutions to problems
with very large solution spaces [Obe.89]. With thaility to efficiently
search huge solution spaces, genetic algorithmsldwveeem a natural

candidate for use in cryptanalysis [Mat.93].

Matthews [Mat.93], demonstrated the use of gerafjorithms to
break classical transposition ciphers by finding ttansposition sequence

used.

Spillman, et al [Spi.93-1] showed the use of genatigorithms in the

cryptanalysis of simple substitution ciphers.

Spillman and Rechard [Spi.93-2], used a new mettodttack

knapsack cipher using genetic algorithms to deerdsstime for breaking.

However, there are a number of cryptographic aligors that cannot
be attacked using genetic algorithms, a large nunatbecryptographic
algorithms, including those underpinning many rdiased systems (for
example stream cipher systems), appear vulnerabkgtack by genetic
algorithms [Mat.93].

2. Neural Networks Method



The general interest in the neural networks ariesn their
fascinating properties which enable them to exctwed limitations of

traditional information processing.

Although it seems that neural network is a valuabtd for use in
cryptanalysis, neural network is not a panacea.réfbee an important
guestion must be answered: Does cryptanalysis maketable problem to
be solved by Neural Networks? To answer, we musbwknthe
characteristics that must be exhibited by the mmwblo be suitable for

solution by neural network. They are [Dav.91]:

1. The rule used in solving the problem may benomkn, or very difficult

to explain or formalize.
2. The problem makes use of noisy, or incomplete.
3. The problem may evolve. ?
4. The problem needs very high speed processing.

5. There may be no current technical solutions.

3.9.2 Types of Attack [Riv.97]

In this section, some techniques of cryptanalystsisl be discussed.
The general assumption that is usually made isttigabpponent knows the
cryptosystem being used. This is usually referredas Kerckhoff's
principle. Of course, if the opponent does not kribe/cryptosystem being
used, that will make his task more difficult. Buéwo not want to base the
security of a cryptosystem on the (possibly shagygmise that the

opponent does not know what system is being emglaylence, our goal



in designing a cryptosystem will be to obtain sé#gunnder Kerckhoff's

principle.

We want to differentiate between different levels attacks on

cryptosystems. The most common types are enumeaatidiows.
1. Ciphertext-only: The opponent possesses a string of ciphertext, y.

2. Known plaintext: The opponent possesses a string of plaintexdnd,

the corresponding ciphertext, y.

3. Chosen plaintext The opponent has obtained temporary access to the
encryption machinery. Hence he can choose a piissteng, x, and

construct the corresponding ciphertext string, .

4. Chosen ciphertext The opponent has obtained temporary access to the
decryption machinery. Hence he can choose a ciltestring, y, and

construct the corresponding plaintext string, X.

In each case, the object is to determine the key Was used.
Clearly, these four levels of attacks are enumdratancreasing order of

strength.

3.9.3 Classes of Attacks [Men.96]

Over the years, many different types of attacks coyptographic
primitives and protocols have been identified. Tscussion here limits
consideration to attacks on encryption and progcdhe attacks of the

adversaries can mount may be classified as follows:

1. A passive attack is one where the adversary onlyitme the
communication channel. A passive attacker only atemes

confidentiality of data.



2. An active attack is one where the adversary at®naptelete, add, or in
some other way alter the transmission on the chaAneactive attacker

threatens data integrity and authentication asagationfidentiality.

3.10 Concept of Basic Efficiency Criteria

As known before, any stream cipher key generatosists of two basic
units; they are sequence(s) of bit stream @achbining Function (CF) for
the key generator. Any weakness in any one of thests means clear
weakness in output key generator sequence, so #nersome conditions

must be available in key generator before it isstacted.

Next, we will introduce the sequence efficiencyarder to use the
sequence as encryption key. It is important to manthat the “efficient
sequence” is compatible to “efficient key generatdhe basic criteria of
key generator efficiency can be defined as thetaluf key generator and
its sequence to withstand the mathematical analyisish the cryptanalyst

can be applied on them.

The criteria of key generator efficiency dependsome/all elements of
basic units of key generator, for this reason thewsg intersect each
other’s. An increased criterion may cause negatiffect on the other’s,
which may be increase or decrease the ability gfdenerator efficiency.
For instance, it is not necessary that the lineanpgexity of key generator
be high as possible to gain efficient key generhtdrit is very important
that the efficient key generator has balance CHaflca output bits and
balance different strings in the produced sequemceproduce pseudo

random sequence.

In the following sections, we will introduce thdsasic criteria. In order

to show how they can be estimated. First we hawkefme some samples.



Let key generator consists of n input sequenge¥<in, let S={s,s,,...}
be the output sequence which product from the keyepator and;s

j=0,1,... represents the elements j of S.

3.11 Periodicity (P) [Men.96]

Definition (3.10): Let S=g,5,%,... be an infinite sequence. The subsequence

consisting of the first n terms of S is denote®by s, S, $,..., Si1.

Definition (3.11): The sequence Sgs.,S . . . is said to ba-periodic if

s=s.n for all i=0. The sequence S eriodic if it is n-periodic for some
positive integer n. The period of a periodic segee® is the smallest
positive integer n for which S is n-periodic. IfiSa periodic sequence of

period n then the cycle of S is the subsequefice S

Let P(S) represent the period of the sequencet (% be the period

of the sequence S<i<k, then

P(S) = lcm(P(9.P(S).....P(S) ..(3.2)

Of course if P(g are relatively prime to each other, 1<i<k, then

P(S):ﬁ! PES) .(33)

3.12 Linear complexity (LC)

This subsection summarizes selected results abeliniear complexity

of sequences. All sequences are assumed to beg lsegumences.



Definition (3.12): An LFSR is said tayenerate a finite sequence"Sf

there is some initial state for which the outpujissnce of the LFSR has S

as its first n terms.

Definition (3.13) [Rue.86-1,Rue.86-2]The linear complexity of an

infinite binary sequence S, denoted(S), is defined as follows:
(). if Sisthe zero sequence S=0,0,0, ..., tE®) =0;
(if). if no LFSR generates S, then LC(Sys=

(ii). otherwise, LC(S) is the length of the shortest LE&&R generates S.

Definition (3.14): The linear complexity of a finite binary sequence',S
denoted LC(9Y, is the length of the shortest LFSR that genserate

sequence having'8s its first n terms.

3.12.1 Berlekamp-Massey Algorithm [Mas.69,Bla.87]

The Berlekamp-Massey algorithm is an efficient athbon for
determining the linear complexity of a finite bigaequence "f length n
(see Definition (3.14)). The algorithm takes n at@ns, with the K
iteration computing the linear complexity of thésaquence "Sconsisting
of the first N terms of 'S The theoretical basis for the algorithm is Remark
(3.1).

Definition (3.15) Consider the finite binary sequencB”ss,s,,...,.5-1,
sv. For C(D)=1+¢D+...+cD', let (r,C(D)) be an LFSR that generates the

subsequenceNS=so, S,..., $-1. The next discrepancyds the difference

between g and the (N+1) term generated by the LFSR:

dn=(sy +Zr: GS,., ) mod 2 ...(3.3)



Remark (3.1): Let S' = g, s,,..., S-1 be a finite binary sequence of linear

complexity LC=LC($), and letr,C(D)) be an LFSR which generates. S

(). The LFSR(,C(D)) also generates'8 = g, si,..., S-1, S if and only
if the next discrepancyyds equal to O.

(i). Ifdy=0,then LC(8Y =r.

(ii). Suppose 1. Let m the Ilargest integer<N such that
LC(SM<LC(SY), and let(LC(S™),B(D)) be an LFSR of length
LC(S"™) which generates"S Then({r',C'(D)) is an LFSR of smallest
length which generates'S, where

r if r > N/2,
...(3.4)
N+1-r, if r< N/2.

and C(D) = C(D) + B(D).D'™
Berlekamp-Massey algorithm
INPUT: a binary sequenc€'S s, Si, S,..., Si-1 0f length n.
OUTPUT: the linear complexity Lc($of S', 0< Lc(S) <n.
PROCESS 1. Initialization. C(D3-1, r—0, m— -1, B(D)}—1, N<O.
2. While (N <n) do the following:

2.1Compute the next discrepancy dT(dN+Zr: GSy.; ymod 2.
i=1

2.2 If d = 1 then do the following:
T (D)«—C(D), C(D¥—C(D) + B(D).D"™.
If r<N/2then #+N + 1 —r, m—N, B(D)<T (D).
2.3 N—N + 1.
3. Return(r).




Example (3.3) (Berlekamp-Massey algorithm), Table (3.2) showsstieps

of Berlekamp-Massey algorithm for computing theeéin complexity of the
binary sequence"$: 0, 0, 1, 1, 0, 1, 1, 1, 0 of length n=9. Thigisence is
found to have linear complexity 5, and an LFSR \wigenerates it i&b,1+
D° + D°.

Remark (3.2): Let S' be a finite binary sequence of length n, andHet t
linear complexity of Sbe LC. Then there is a unique LFSR of length LC
which generates"sf and only if LC< n/2.

Table (3.2) Steps of the Berlekamp-Massey algoritiexample (3.3).

SN dn T(D) C(D) r m B(D) N
- - - 1 0 -1 1 0
0 0 - 1 0 -1 1 1
0 0 - 1 0 -1 1 2
1 1 1 1+D° 3 2 1 3
1 1 1+D° 1+D+D’ 3 2 1 4
0 1 1+D+D* | 1+D+D+D°®| 3 2 1 5
1 1 | 1+D+D+D®| 1+D+D? 3 2 1 6
1 0 |1+D+D+D®| 1+D+D? 3 2 1 7
1 1 1+D+D* |1+D+D+D°| 5 7 |1+D+D?| 8
0 1 | 1+D+D+D°| 1+D*+D° 5 7 |1+D+D?| 9

3.12.2Non-Linearity of Combining Functions [Rue.87,Kla.94]



One general technique for destroying the lineanherent in LFSRs is
to use several LFSRs in parallel. The keystreagererated as a nonlinear
function f of the outputs of the component LFSRs. Such kegsir
generators are calleabnlinear combination generators andf is called
the combining function. The remainder of this subsection demonstrates
that the functiof must satisfy several criteria in order to witinstaertain
particular cryptographic attacks.

Definition (3.16) A product of m distinct variables is called mf order

product of the variables. Every Boolean function {(x,,..., %) can be
written as a modulo 2 sum of distinct"rorder products of its variables,
0<m<n; this expression is called trgebraic normal form of f. The
nonlinear order of is the maximum of the order of the terms appeainng

its algebraic normal form.

Example (3.4) the Boolean function f;,X3,X4,Xs) = 1IX[0X300X4Xs[]

X1X3X4Xs has nonlinear order 4. Note that the maximum péssionlinear
order of a Boolean function in n variables is nnfaek (3.3) demonstrates
that the output sequence of a nonlinear combinagemerator has high
linear complexity, provided that a combining fuoctif of high nonlinear

order is employed.

Remark (3.3): Suppose that n maximum-length LFSRs, whose lengths

r,...,In are pairwise distinct and greater than 2, are coadb by a
nonlinear functiorf (X1, Xo,..., %) Which is expressed in algebraic normal
form. Then the linear complexity of the keystrean (ry, y,..., Iy). (The

expression f(r,,...,r,) is evaluated over the integers rather than oyer Z

3.13 Randomness (R)

Random number generation is an important primitive many

cryptographic mechanisms. For example, keys for rygtion



transformations need to be generated in a mannehwhunpredictable to
an adversary. Generating a random key typicallplvas the selection of
random numbers or bit sequences. Random numberagieme presents

challenging issues [Men.96].

Any random-number generator on a computer (at,leasa finite-state
machined) is, by definition, periodic. Anything thes periodic is, by
definition, predictable. And if something is predisle, it cannot be
random. A true random-number generator requireses@ndom input; a

computer cannot provide that [Bau.95].

This section introduces basic concepts relevantrandom and
pseudorandom bit generation, considers a technapiea sample for
pseudorandom bit generation, and describes staligkests designed to

measure the quality of a random bit generator.

Definition (3.17) [Ben.99]: A random bit generator is a device or

algorithm which outputs a sequence of statisticgaltiependent and unbiased

binary digits.

Remark (3.4) [Ben.99]: (random bits vs. random numberg A random

bit generator can be used to generate (uniformBtriduted) random
numbers. For example, a random integer in the vatejO,n] can be
obtained by generating a random bit sequence afthelog™**! bits, and
converting it to an integer; if the resulting inéegexceeds n, one option is

to discard it and generate a new random bit seguenc

Definition (3.18) [Ben.99]: A Pseudo Random Bit Generator(PRBG)

Is a deterministic algorithm which, given a trundom binary sequence of

length k, which “appears” to be random. The inputhePseudo Random



Bit Generator (PRBG) is called theeed while the output of the PRBG is

called apseudorandom bit sequence

A minimum security requirement for a pseudorandatrgbnerator is
that the length k of the random seed should becseiftly large so that a
search over 2elements (the total number of possible seeds)feasible

for the adversary [Mot.95].

3.13.1 Requirements for Random Number Generators [Cod.97]

Ideally a pseudo-random number generator wouldym®d stream of

numbers that:

Are uniformly distributed.

Are uncorrelated.

Never repeats itself.

Satisfy any statistical test for randomness.

Are reproduceable (for debugging purposes).

Are portable (the same on any computer).

Can be changed by adjusting an initial “seed” value

Can easily be split into many independent subsempsen
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Can be generated rapidly using limited computer orgm

In practice it is impossible to satisfy all thesmuirements exactly.
Since a computer uses finite precision arithmeatictbre the state of the

generator, after a certain period the state musthménat of a previous



iteration, after which the generator will repeadelf. Also, since the
numbers must be reproduceable, they are not tarlgam, but generated
by a deterministic iterative process, and therefoaanot be completely

uncorrelated.

3.13.2 Statistical Tests [Ben.99,Mau.92]

Definition (3.19): A statistical hypothesis denoted K is an assertion

about a distribution of one or more random varigable

A test of a statistical hypothesis is a procedlrased upon the
observed values of the random variables, that I¢adke acceptance or
rejection of the hypothesisgHThe test only provides a measure of the
strength of the evidence provided by the data agée hypothesis; hence,

the conclusion of the test is not definite, buheatprobabilistic.

Definition (3.20): The significance level of the test of a statidtica

hypothesis His the probability of rejecting Hvhen it is true.

In this section, Klwill be the hypothesis that a given binary seqgeenc
was produced by a random bit generator. If theisogimce level cat of a
test of K is too high, then the test may reject sequencaswhre, in fact,
produced by a random bit generator. On the othedhithe significance
level of a test of klis too low, then there is the danger that the ey
accept sequences even though they were not prodmcedrandom bit
generator. It is, therefore, important that the tes carefully designed to
have a significance level that is appropriate tog purpose at hand; a
significance level or between 0.001 and 0.05 mighkt employed in
practice. A statistical test is implemented by #yetg a statistic on the
random sample. Statistics are generally chosenhsd they can be

efficiently computed, and so that they (approxirhatéeollow an N(0,1) or



ax’ distribution. The value of the statistic for tsemple output sequence

Is computed and compared with the value expected fandom sequence.

Suppose that a statistic X for a random sequendewl® a x?
distribution withu degrees of freedom, and suppose that the statatibe
expected to take on larger values for nonrandomesezps. To achieve a
significance level ofn, a threshold value xis chosen (using Chi square
table) so that Pr(X>3=a. If the value X of the statistic for the sample
output sequence satisfieg>X,, then the sequence fails the test; otherwise,

it passes the test.

3.13.3 Golomb's Concept of Randomness [Men.96,Gol.82]

Golombds randomness postulates are presented here farricast
reasons they were one of the first attempts tobkslasome necessary
conditions for a periodic pseudorandom sequenckd& random. It is
emphasized that these conditions are far from beurdfjcient for such

seqguences to be considered random.

Definition (3.21): Let S be a sequence.rAn of S is a subsequence of S

consisting of consecutiveor consecutive'd which is neither preceded
nor succeeded by the same symbol.

A run of Os is called gap, while a run of Is is called dlock.

Definition (3.22): Let S= §,5,%... be a periodic sequence of period n.

The autocorrelation function of S is the integer-valued function C(t)

defined as:

n.C(t)=§ (& -)U3,, -1, O<t<n-1.



The autocorrelation function C(t) measures the arhad similarity
between the sequence S and a shift of S by t positilf S is a random
periodic sequence of period n, then n.C(t) candpeeed to be quite small

for all values of t, O<t<n.

Definition (3.23): Let S be a periodic sequence of period n. Golemb

randomness postulates are the following:

R1: In the cycle Sof S, the number of'4 differs from the number of ©
by at most 1.

R2: In the cycle $Sat least half the runs have length 1, at leastfongh
have length 2, at least one-eighth have lengtlc3, & long as the number
of runs so indicated exceeds 1. Moreover, for eddmese lengths, there

are (almost) equally many gaps and blocks.

R3: The autocorrelation function C(t) is two-valuethat is for some

integer K:
co=5 (s -1z —n=" 170 35
N R e P (35)

Theorem (3.4): The output sequence of any maximum shift register

satisfies Golomb’s postulates.

The mathematical proof of this theorem can be faar{60l.82].

Definition (3.24): A binary sequence which satisfies Goldsb

randomness postulates is called mseudo-noise sequenceor a

pn-sequence

Pseudo-noise sequences arise in practice as osgmuences of

maximum-length linear feedback shift registers.



Example (3.5): (pn-sequence) Consider the periodic sequencepgraid
N=15 with cycle $=011001000111101. The following shows that the

sequence S satisfies Golomibandomness postulates.
R1: The number of 8 in S°is 7, while the number of4.is 8.

R2: S” has 8 runs. There are 4 runs of length 1 (2 gafs2ablocks), 2
runs of length 2 (1 gap and 1 block), 1 run of ter® (1 gap), and 1 run of
length 4 (1 block).

R3: The autocorrelation function C(t) takes on twduesa :C(0)=1 and

C(t)=1/15 for kt<14. Hence, S is a pn-sequence.

3.13.4 Standard Statistical Randomness Tests [Gol.82, Bek.82,
Ben.99]

Let S=%,5,%...,5.1 be a binary sequence of length n. This subsection
presents five statistical tests that are commordgdufor determining
whether the binary sequence s possesses somedcpkaifacteristics that a
truly random sequence would be likely to exhibitisl emphasized again
that the outcome of each test is not definite, riatther probabilistic. If a
sequence passes all five tests, there is no gearahat it was indeed

produced by a random bit generator.

It is important to mention that the frequency, amd auto correlation
test are called thiglain Binary Standard Randomness Test§MBSRT).

Before we shed light on the five basic tests, weeh@ construct the

law of Chi-square which we really used is:

Assume that the outcome of a random experimerg fatb one of k
categories, and assume by hypothesis thas phe probability that the

outcome falls into category i, assume that L indejleat observation is



made, and let (be the number of observation falling into categorin

order to test the hypothesis the quantity T is canag:

@Q-Lp)”

If the hypothesis is true, the value T is distrébaiccording to theg?
distribution withu=k-1 degree of freedom, the hypothesis is rejetdt€dl
and Lp are too different, i.e. if T is too big, that meane set some pass
mark % and reject the hypothesis if T greater than « will be the
significance level of the test, of coursgslEp; s.t. E is the expected value

of occurrence of outcome .

|.Frequency test (monobit test)

The purpose of this test is to determine whethernthmber of G and
1'sin S are approximately the same, as would bectgdor a random

sequence. Letghn, denote the observed number ¢$ @nd 1Is in S,

respectively. The expected value is n/2.
The statistic used is:

L (0, -n/2)° _(n,—n,)°

X,;=Y

= n/2 - n

(3.7

which approximately follows g’ distribution with 1 degree of freedom.

ll.Serial test (two-bit test)

The purpose of this test is to determine whether tltumber of
occurrences of 00, 01, 10, and 11 as subsequentes are
approximately the same, as would be expected fandom sequence.

Let ny, , denote the number of¥and Is in s, respectively, and legon



No1, Mo, M1 denote the observed number of occurrences of AMAN
in s, respectively. Note thaggrny,+ngtn1=n-1 since the subsequences

are allowed to overlap. The expected value is (4-1)

The statistic used is:
(nij -(n-1)/4)°
i=0 j=0 (n - 1) /4

..(3.8)

which approximately follows g’ distribution with 3 degrees of freedom.

[1l.Poker test

Let m be a positive integer such that3n and let k=m. Divide the
sequences into k non-overlapping parts each oftlleng and let nbe
the observed number of occurrences of thigpe of sequence of length
m, (zi<m. The poker test determines whether the sequerfidesgth m
each appear approximately the same number of tim8&s as would be
expected for a random sequence. The expected ohthe string which
consists of i (1's) with no consideration to arramgent of (1's) is:

E=C" ["l ED

2" m

The statistic used is:
(n -C' G- &)’
= OO

..(3.9)

which approximately follows &~ distribution with u=m degrees of
freedom. Note that the poker test is a generatinatif the frequency

test: setting m=1 in the poker test yields thedestpy test.



IV. Runs test

The purpose of the runs test is to determine whekieenumber of runs
(of either zeros or ones) of various lengths in seguence S is as
expected for a random sequence. The expected nuaibgaps (or
blocks) of length i in a random sequence of lemgisr

n-i+3

=

Let k be equal to the largest gap (block). Let@®, be the observed

E

number of blocks and gaps, respectively, of length S for each |,

1<i<k. The statistic used is:

- (G,-E)’
ZE

Xa,0= :

) X4’1:g@;+Ey (310)

which approximately follows g? distribution with biggest gap

(block) as a degrees of freedom.

V. Autocorrelation test

The purpose of this test is to check for correfaidoetween the
sequence S and (non-cyclic) shifted versions oLdt 1 be a fixed
integer, k¥1<n/2. The expect value E=[@/2. The number of bits in S

not equal to their-shifts is:
ST:{SiT =s O Si+r}: , ...(3.11)
wherel] denotes the XOR operator.

Let ny(t) and n(t) denote the observed number & @nd 1s in A(D),
respectively. The statistic used is:

o= OO, OO _ 0,00 -n,0)

nt

..(3.12)

which approximately follows g’ distribution withu=1 degrees of freedom.



Example (3.6): (basic statistical tests)

Consider the (non-random) sequence S of lengthl60=obtained by
replicating the following sequence four times: 1011100 01000 10100
11101 11100 10010 01001.

I. Frequency test:n,=84, n=76, and the value of the statisti¢ iX 0.4.

II. Serial test: npe=44, =40, n=40, n,;=35, expected value is E=39.75,
and the value of the statistic ¥ 1.025.

lll. Poker test: Here m=3. The blocks #“000"=5, #(“001"+“010"+
“0017)=28, #(*011"+“110"+“101")=12, #“111"=7, expded values are
E,=6.667, E=20.001, £E=20.001, B=6.667 and the value of the statistic
X3is 6.834.

IV. Runs test: Here §=20.25, E=10.0625, B=5, and k=3. There are 25, 4,
5 blocks of lengths 1, 2, 3, respectively, and®, 12 gaps of lengths 1,
2, 3, respectively. The value of the statisticX31.7913.

V. Autocorrelation test: If 1=3, ny(3)=80 and (3)=77. The value of the
statistic % is 0.115.

For a significance level afi=0.05, the threshold values for,XX5,
X3, X4, and X are 3.8415, 7.8415, 7.8415, 31.787, and 0.11peotisely.
Hence, the given sequence S passes the frequeecy, oker and

autocorrelation tests, but fails the runs test.

3.13.5 CRYPT-X Package of Randomness Tests

Designer and users of encryption algorithms usedipher systems
need a systematic approach in examining their cipher to use, to ensure
that they are safe from cryptanalytic attack. Ims tmanner we will

introduce a new package of randomness insteaceahmtioned five tests.



CRYPT-X [Gus.94] is a microcomputer package thamtended to be used
to test either large binary strings that are taubed as keystream in stream

ciphers or block cipher algorithms.

3.13.5.1 Statistical Tests Applied

The package uses a number of statistical distohatiincluding the

standard normal and the chi-squared distributidra[B7].

The standard normal distribution is used to compare a sample
measure obtained from the cipher with expected oreasf hypothesized
distribution. The test statistic for the standardrnmal distribution is
z=(x-w)/o, where x is the sample measure andndo are the expected

measure and variance of the hypothesized distabuti

Thechi-squared distribution is used to compare the goodness-of-fit of
the observed frequencies of a sample measure toctnesponding
expected frequencies of the hypothesized distobuti

The test statistic is:

xzzz% ...(3.13)

Where gand gare the respective observed and expected fregseoicall
possibilities of the measure. This result in thenber of degree of freedomn

being one less than the resulting number vékeies obtained i.e=n-1.

Algorithms calculating the tail-area probabilitefghe standard normal and
chi-squared distributions have been incorporate time package. If the tail-

area probabilityr of the statistic is extremely smali<€0.001 for large sample)



then it would be interpreted that the cipher doets satisfy the test applied
[Gus.94].

3.13.5.2 Stream Cipher Tests

The security of a stream cipher depends on thetlkesys appearing
random. In most cases the keystream is formeddsterministic generator
which produces a periodic sequence. If the streamated significantly
from randomness in some fashion a cryptanalyst Ineagble to use some
the decrease in entropy caused by this deviatiba.riiethod applied in this
package examines the hypothesis that the stringb&asd on Bernoulli
trials [Bha.77], for which

Pr(z(t)=1) = Pr(z()=0) % .(3.14)

Tests employed in the package to examine this hgset are the
Frequency tests on the original stream and th& dnd 2° Binary
Derivative stream,Change Point test, Subblock (Poker) test andRun

test. The details of these tests are as follows:

1. Frequency Test the aim of this test to determine how the praparbf
ones in the sample stream of length n bits fit itite hypothesized
distribution where the proportion of ones is 0.5irld n as the number

of ones, the standard normal test statistic is:

z:2\/ﬁ(% - 05) ...(3.15)

2. Binary Derivative Test: as described in [Car.88] is a new stream found
by the modulo-two addition of successive bits ia stream. In forming
the T binary derivative we are looking at the overlagpytuples 00,

01, 10, 11 in the original stream. The proportibomes in the T binary



derivative gives the proportion of the total of &id 10 patterns in the

original stream.

. Change Point at each bit position t in the stream the proportf ones
to the point is compared to the proportion of oiregshe remaining
stream. The bit where the maximum change occualisd the change
point. This test determines whether this changeigsificant for a
binomial distribution where the proportion of onmsthe stream is
expected to be 0.5 [Pet.79].

. Subblock Test: (poker)its partitions the stream into F hands of length
m bits. For a stream of size n, where"B2, the total number of hands
is [ .n/ml, wherel. | denotes the integer value. The aim of this te$b is
show that there is an equal number of each"op&@ssible hands. If f
denotes the frequency of hand pattern i, then aike statistic used is
[Bra.88]:

2m 2" )
xzz(F)Z_O:fi -F ...(3.16)

This compared with chi-squared distribution withgoee of freedom

equal to 2-1.

. Runs Test this test counts the number of runs of ones Wdpand runs
of zeros (gaps) for each possible run length. Bmdom data there
should be an equal number of blocks and gaps. Xjpected number of
blocks (gaps) of length i is:

n—-i—-1

2 i
= S S ..(3.17
a 2|+1 ( )
A chi-squared test is performed on the bit streamtest for the
goodness-of-fit of the number of blocks and gapshts distribution.

The chi-squared statistic is calculated as:



2_ % (Bi _ei)2 : (Gi _ei)2
X=2 e T4 e

...(3.18)

Where Bis the number of blocks of length i, & the number of blocks of
length i, and~ denotes the summation over all possible run leogth i

such that 5. This is compared with 2k-2 degree of freedom.

3.14 Correlation Immunity (CI) [Sie.84, Sie.85,
Che.91, Cla.96]

Remark (3.5): (correlation attacks) Suppose that n maximum-length

LFSRs R,R,,...,R, of lengths 1, n,..., [, are employed in a nonlinear
combination generator. If the connection polynomthe LFSRs and the

combining function f are public knowledge, then tihember of different

keys of the generatorﬁ (2" -1 .(A key consists of the initial states of the

LFSRs) Suppose that there is a correlation betwieerkeystream and the
output sequence of;Rwith correlation probability Pr>1/2. If a suffemtly
long segment of the keystream is known (e.g., apossible under a
known-plaintext attack on a binary additive streapher), the initial state
of R; can be deduced by counting the number of coinceleibetween the
keystream and all possible shifts of the outputusage of R until this
number agrees with the correlation probability Bnder these conditions,
finding the initial state of Rwill take at most2' -1 trials. In the case
where there is a correlation between the keystreamd the output

sequences of each of,R;,...,R,, the (secret) initial state of each LFSR can

be determined independently in a total of abcﬁ't(zfi —-1) trials; this
i=1

number is far smaller than the total number ofedéht keys.



In a similar manner, correlations between the adugeguences of

particular subsets of the LFSRs and the keystreanbe exploited.

In view of Remark (3.5), the combining functionHosild be carefully
selected so that there is no statistical dependeeiveeen any small subset
of the n LFSR sequences and the keystream. Thiditcmwmcan be satisfied
if fis chosen to be fhorder correlation immune.

Definition (3.25) Let X, X,,...,X, be independent binary variables, each

taking on the values O or 1 with probability 1/2. Boolean function
f (X1,X2,..., %) IS m"-order correlation immune if for each subset of m

random variableX X ,...,Ximwith 1<i41<i,<...<i:<n, the random variable

Z =1 (X, X,,...,%,) Is statistically independent of the random vector
X, X, X, ); equivalently, I(ZX,, X, ,....X, )=0.

Example (3.6): the functionf (Xq,Xo,...,%)= X [OX,0... 00X, IS (n—l)h order

correlation immune.

In light of (3.6), the following shows that therg a tradeoff between
achieving high linear complexity and high corr@atiimmunity with a

combining function.

Remark (3.6): If a Boolean functiorf (X3,Xo,...,%,) IS m"-order correlation

immune, where dm<n, then the nonlinear order 6fis at most n—m.
Moreover, iff is balanced (i.e., exactly half of the output eslwff are 0)

then the nonlinear order 6fs at most n—-m-1 fordm<n-2.

The tradeoff between high linear complexity and hhigorrelation
immunity can be avoided by permitting memory in thenlinear
combination functionf. This point is illustrated by the summation

generator.
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CHAPTER FOUR
OBJECTIVE OF DISSERTATION & OUTLINES

4.1 Objective of Dissertation

The practical goals of this Dissertation, dividettoi two main
practical parts:

1. The First part is adefense side Two stream cipher systems are
proposed, these systems are act as a new keygwselmised on
LFSR's with high order non-linear combining funaogo These two
generators have good statistical properties, theserators are:

. Modified Geffe Generator.
. 5-Threshold Generator.

2. The second part iattack side The two new proposed stream ciphers
are analyzed to estimate the initial values of ¢bmbined LFSR's in
the two cryptosystems by adopting the applicatidn namerical
solution on them. This done by solving the lineguagions systems of
the generated sequences from the two generatois palt focuses on
achieve a basic and important goal, which is represl by the

cryptanalysis of cryptosystems.

The Dissertation results obtained with implemenptatin Delphi
version 7.0 visual programming language exploitthg object oriented
tools of this language in solving this kind of pierns.



4.2 Dissertation Outlines

The solution of our problem has been covered thidiwg chapters,
the first two chapters are considered to providerttain concepts of this
thesis, while the proposed new stream cipher systerd the attack of the

proposed systems are introduced in chapter five.

Chapter three: This chapter introduces the basic concepts ifermdint

fields in mathematics, which the cryptography angptanalysis are
needed, specially, in stream cipher systems. Thigpter shows the
importance of cryptology and its classification,eth showing some
classical and modern cryptanalysis methods. Lastéywill illustrate the

types of attack introduces the basic efficientecid (periodicity, linear
complexity, randomness and correlation immunityfaapt and the basic

mathematical background of them.

Chapter four: This chapter illustrates the main objective a$ tinese and

the basic outlines.

Chapter Five: in this chapter, two new proposed stream cipiistesns are
introduced, and we attempts to attack the new osystems which are

proposed in chapter four by using known plaintext.

Chapter six: this chapter includes the main discussion of thesis by
applying the basic efficient criteria on these m®gd cryptosystems to
proof the efficiency of these cryptosystems, therieg the linear systems

of each cryptosystem to complete the attackindgnefsame cryptosystems.

Chapter seven:finally, this chapter presents the conclusionsvadi as

some recommendations.
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CHAPTER FIVE
DESIGN & ANALYSIS OF NEW STREAM CIPHER
GENERATORS

5.1 Introduction

LFSR and Combining Function (CF) are consideredbasc units to

construct key generator that used in stream cigygems [Sch.96].

In this Dissertation the developing of Geffe getaravill introduced,
the developing done by increasing LFSR's from @)(%) with new
combining function which has good statistical pmies. The suggested

generator called Modified Geffe generator.

Another generated will be shown, the threshold ggoe which will
be modified to be consists from (5) LFR's with higomplexity and
balance CF, the proposed generator called 5-Thickglemerator.

In this chapter we will discuss the details and bHasic efficiency
criteria of the two proposed generators.

Let the Key Generator (KG) consist of n LFSR’s h&mgths 1,r»,..,1,
respectively with CF=fXy,X,,...,%n), S.t. X[{0,1} 1<i<n, represents the
output of LFSR let S={s,s,,...} be the sequence product from KG and s
j=0,1,... represents elements of S. letb8 the sequence i product from

LFSR with g; elements gi<n, j=0,1,...,.



5.2 Basic Efficiency Criteria (BEC)

In this section we will summarized the basic efffmy criteria

which are detailed in chapter two.
(a). Periodicity

The sequence S has period P(S) Whese&)S1=Sp(s)+1---, the
period of LFSRdenotes by P(B P(S) and P(Pare least possible
positive integers (see equation (3.2)).

The period of S which product from key generatqgredels on
the LFSR unit only and there is no effect of CR.uni

P(S) will has lower bound when ¢£il1<i<n, and upper bound

when P(§ are relatively prime with each other therefore
P(S)<P(SK[] PS).

The objective is that key generator must have greupound to P(S) (as in
equation (3.3)).

It's known earlier that P(p<2" -1, and if the LFSRhas maximum period
then P(9= 2" -1 [Gol.82].

Theorem (3.1)[AIS.09]

P(S)=|j @ -1) .(5.1)

if and only if the following conditions are holds:
1. GCD,(P(9))=1,.
2. the period of each LFSR has maximum period jB¢S -1).

(b). Randomness



For our purposes, a sequence generator is pseadosmaif it has this
property: It looks random. This means that it passéthe statistical tests
of randomness that we can find [Sch.97].

The sequence that is satisfied the 3-randomnegsegres called PRS
[Gol.82]. The randomness criterion depends on LBES&id CF units,
therefore from the important conditions to get BgeRandom Sequence is,
the sequence must be maximal and CF must be balance
(c). Linear Complexity
The Linear Complexity is defined as the length,tloé shortest LFSR
(which is equivalent LFSR) that can mimic the gemar output. Any
sequence generated by a finite-state machine ofieit@field has a finite
linear complexity [Mas.69].

(d). Correlation Immunity

Correlation can be defined as the relation betwbensequence of
CF=F, from the key generator and the sequences thatambined each
other by CF. This relation caused because of thelinearity of the
function F,. The correlation probability CP(x), in generalpmesents the
ratio between the numbers of similar binaries 06 tsequences to the
length of the compared part of them.tHas ' order ClI, if the output z of
F., is statistically independent from m output from seguences

(X1,X2,...,%n), Of n combined sequences s.£m

5.3 Geffe Generator
This generator introduced by Geffe in 1973 [Gef. A3Effe

generator defined by three maximum-length LFSRs s&ho

lengths §, 1, r; are pair wise relatively prime, with nonlinear
combining function:

GF3(X1,X2,X3) = X *X oI (LX) *X 3 = X *X o[0Xo*X 3[1X3 ...(5.2)



The middle LFSR in the combining function of Geffenerator acts as
a traffic policeman, such that if the output of IHES"0" then the output of
LFSR1 take apart in the output sequence; else tiygub of LFSR3 will

contribute in the output sequence.

Figure (5.1) shows the block diagram of Geffe gatwar

LFSRI]

. Outpu

?—»

LFSR2 (Policeman Sl

<,

LFSR:

Figure (5.1) Geffe generator [Gef.73].

The keystream generated has peri@i-{)(2”-1)(2°-1) and linear
complexity LC=kr,+rors+rs. The Geffe generator is cryptographically weak
because information about the states of LFSR1 d&fR3 leaks into the
output sequence.

The truth table of non-linear combining function 434,x,,X3) is shown

in table (5.1).
Table (5.1) Truth table of GFor Geffe generator.
X1 X2 X3 GhH
0 0 0 0
0 0 1 0
0 1 0 0
0 1 1 1
1 0 0 1
1 0 1 1
1 1 0 0




1 1 1 1
0.75 0.5 0.75 0.5

Correlation Probability (G
for each LFSR

Ratio of "0"

Note: the shaded cells indicate the similarity betwgeand the output of
GFs.

From table (5.1) we can conclude that this generatiti generate
sequences with good randomness properties.

Despite having high period and moderately highdmsomplexity, the

Geffe generator succumbs to correlation attacks.p5g.

5.4 Modified Geffe Generator

Know we would improve Geffe generator by choosing=SR's instead
of 3 LFSR's, if the output of LFSR3 is "0" then wleoose the xoring of
LFSR1 and LFSR2, otherwise we choose the xoring-&R4 and LFSR5.

The CF of this generator is:

GF5(X1,X2,X3,X4,X5):(X1D Xz)*(X 3] 1)D Xg*(X 20 X5) e (53-a)

Or it can be written as follows:

G F5(X1,X2,X3,X4,X5)=X1D X2D X1X3D X2X3D X3X4D X3X5 . (53-b)

so the proposed generator caliddified-Geffe generator.
Figure (5.2) shows the block diagram of Modifiedfi@é&enerator.
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Figure (5.2) Block diagram Modified Geffe generator
5.5 Threshold Generator

This generator introduced by War in 1983 [Bri.83].

Threshold generator defined by three maximum-lengdsRs
whose lengths iy 1, 13 are pair wise relatively prime, with

nonlinear combining function:
TF3(X1,X2,X3) = X]_*X 2D Xl*X 3D XZ*X3 e (54)

This generator depends on function called majofitgction. This
function sums (ordinary sum) the outputs of the¢htFSR's then divide
by (2); if the result greater than (3/2) the outigutl”; else the output is "0"
to form the output sequence.

The truth table of non-linear combining functions{z,X,,X3) is shown
in table (5.2).



Table (5.2) Truth table of THor Threshold generator.

X1 X5 X3 TR
0 0 0 0
0 0 1 0
0 1 0 0
0 1 1 1
1 0 0 0
1 0 1 1
1 1 0 1
1 1 1 1

0.75 0.75 0.75 0.5
Cordaon OB (| o o1

Figure (5.3) shows the block diagram of Threshadegator.

LFSR1
) 4 v Output
Sl
LFSR2 - '\A/
LFSR3 T

Figure (5.3) Threshold generator [Brii.83].

The keystream generated has peri@i-{)(2”-1)(2°-1) and linear
complexity LC=kr,+rir3+ror3. The Threshold generator is cryptographically
weak because information about the states of LFER$R2 and LFSR3

leaks into the output sequence.



From table (3.2) we can conclude that this generatti generate
sequences with good randomness properties.
Despite having high period and moderately highdmsomplexity, the

Threshold generator succumbs to correlation attfis.97].

5.6 Modified Threshold Generator

In this Dissertation, we propose to use (5) LFS$fssead of (3), where

the CF of this generator is:
TF5(X1,X2,X3,X4,X5)=X1XoX3+X1XoX 4+ X1 XoX5+X1X3X 4+ X1 X4X5+ XX 3X 4+ XX aX5+
X1X2X3HXoXaX5+X3X X5+ X1 XX 3X 4 X1 XoX3X5H X1 XX g X5+
X1X3X4X5+XoX3X4X5 ...(5.5)
so this system is calladodified 5-Threshold System
Figure (5.4) shows the block diagram of ModifiedTeshold

Generator.

LFSR<

LFSR] ——— >
LFSR: ——— >
d = 0
S utput
LFSRe——> 3G Sy
S <
4\
L
4\
L

LFSRE

Figure (5.4) Block diagram Modified 5-Threshold geator.



5.7 Attacking the Proposed Cryptosystems

Golomb used the recurrence relation to find thet séate values of
single LFSR depending on initial values, s.t. he lsa considered the first
who can construct a linear equations system afiglesiLFSR. Attacking of
key generator means attempt to find the initialueal of the combined
LFSR's.

This Dissertation introducing the analysis of the ihew generators
which are proposed in sectiones 5.5 and 5.6; Thdifidd Geffe generator
and Modified Threshold generator. The analysis @sedivided into three
stages. First, a Golomb's method introduced totooctsa linear equations
system of a single LFSR. Secondly, this method ldgesl to construct a
linear equations system of key generator (a LF3fRegy) where the effect
of combining function of LFSR is obvious. Lasthefbre solving the linear
equations system, the existence and the uniquefdlss solution must be
tested, then solving the linear equations systeimgusne of the classical
methods like Gauss Elimination. Find the solutidnlinear equations

system means find the initial values of the gemerat
The LFSR System (LFSRS) consists of two main basic

units, the feedback function and initial state esl§Sch.97]. The
second one is, the Combining Function (CF), whgh Boolean
function [Whi.05].

Most of all Stream Cipher System's are dependinghese
two basic units.

This work aims to find the initial values of evdf¥SR in

the system depending on the following information:



1.The length of every LFSR and its feedback functame
known.

2.The CF is known.

3.The output sequence S (keystream) generated frenbFISRS
is known, or part of it, practically, that meangyrabable word
attack be applied [Sch.97].
This work consists of three stages, constructirsjesy of linear

equations, testing the existence and the uniquesfabg solution

of this system, and lastly, solving the systemroddr equations.

5.8 Constructing System of Linear Equations (SLE's)

5.8.1 Single LFSR

Before involving in solving the System of Linearu&atgons
(SLE's), it should show how could be the SLE's sfrigle LFSR
constructed, since it's considered a basic uniLEBRS. Let's
assume that all LFSR that are used are maximum |FR&R
means, Period P(S)=2, where r is LFSR length.

Let SR be a single LFSR with length r, leb#&a,,a,,...,a;) be the
initial value vector of SR s.t. a, I<j<r, be the component j of the vector
Ao, in another word, ais the initial bit of stage j of SRlet Q)Tz(cl,...,q)
be the feedback vector,;,[{0,1}, if c;=1 that means the stage j is
connected. Let Ss}™' be the sequence (or Sg6s...,.Sn1) read “S

vector”) with length m generated from SRhe generating of S depending

on the following equation [Gol.82]:



S :a = ZaT—JCJ i=0111"' ...(5.5)
j=1

Equation (5.5) represents the linear recurrenciosl.
The objective is finding the Awhen r, Gand S are known.
Let M be a kr matrix called the generating matrix or charastarimatrix,
which is describes the initial phase of ,.SRhere the % column is the
vector G and the rest columns are the Identity matrix lheitt the last
column.
M=(Coll rx.1), where M=I.
Let A; represents the new initial state of,&Rer one shift, s.t.

c, 1 - 0
0

C,

0 r
A1=AOxM=(a-1sa2s---,ar) . = (Za_jcj 1als---1a.-r)-
: : : : j=1
In general,

A=A xM, 1I=1,2,... (56)

A represents the initial state of Siter i shifts.

Equation (5.6) can be considered as a recurretettore so we have:
A=A 1 xM=A ,xM?*=...=AxM' ...(5.7)

The matrix M represents the i phase of S&juations (5.6,7) can be
considered as a Markov Process s.to, /8 the initial probability
distribution, A represents probability distribution and M be thengition
matrix [Pap.01].

Notice that:
M?=[C1Co|lixr-2] and so on until get M[Ci.i...Co|li], Where Xi<r.
When G=C, then M*=M.

Now let’s calculate Cs.t.



C=MxC.1, i=1,2,... ..(5.8)

Where Gis the feedback vector after i shifts.

Equation (5.5) can be rewritten as:
AxC=s,i1=0,1,..,r-1 ...(5.9)

When i=0 then AxCy,=5, is the ' equation of the SLE's,
i=1 then AxC,=s, is the 2¢ equation of the SLE's, and
i=r-1 then AxC,,=s., is the " equation of the SLE's.

In general:
AxC=S ...(5.10)
C represents the matrix of al| @ctors s.t.
C=(CoC;...Cr1) ...(5.11)

The SLE can be formulated as:
Y=[ C"|S] ...(5.12)

Y represents the extended matrix of the SLE.

Example (5.1)
Let the SR has G'=(0,0,1,1) and S=(1,0,0,1), by using equation (5.8)
get:

0O 1 0 0YoO 0 1 1
C—MXC—O 0101011 in the same wa 261 C3—O
T 0 00 a1 2l V=017

1 0 0 ON1 0 0 1
From equation (4.6) we have:



0011

0110 : : :
Ao 1101 =(1,0,0,1), this system can be written as equations

1 001

s.t. Ay is the initial state vector of SR
asta,=1

a,+tasz=0

a;ta,=0

ajtasztas=1

(for simplicity the sign (-) can be omitted).

Then the SLE's after using formula (4.8) is:

001 1|1
01100
Y= ...(5.13)
11000
1.0 1 1/1]

5.8.2 Constructing A SLE's for Modified Geffe Generator
In general for any generator, let's have nSIj with length
COlj
j=1,2,...,n, with feedback vector,E oz .and has unknown initial value
Cor,

vector Ay=(ay, ...,ay;), SO SR, has I\{I=(C0j|lrjxrj_l)

By using recurrence equation (5.8),
Cisziji-l,ja 1=1,2,... (514)

by using equation (5.9):

AyxCj=sj, iI=0,1,...,r-1 and S(;,Sij; -, Sn-1,)-



S represents the output vectoﬁﬁn , which of course, is unknown too. m

represents the number of variables produced from LRSR’s with
consider to CF, in the same time its representsntimber of equations
which are be needed to solve the SLE's. Of cotingee is n of SLE's (one

SLE's for eactSR, with unknown absolute values).

Now, let Ay be the extended vector to (m) variables, whichsisis of
initial values from all LFSR’s an@ is the matrix of Qvectors considering
the CF, Grepresents the extended vector of all feedbaclor;, then
AgxC=S.

From CF, the number of new variables are:
M= 1+ Fa+rora+rars+rals.
The initial value is:
Ao=Ao1+Ao+AiAsAA0zHA3A s A0A05= (X0, X1, - -, Xm-1),
S.t. =au, X;=azy,...,.Xm1=a_,a
(this arrangement is not standard so it can beggthaccording to the researcher

requirements or to the way how can know the nurahdrthe form of the multiplying

variables).

For simplicity let's denote the unknowns of LRS# 'a’, LFSR by 'b’, and so
on, let's denote the unknowns ofs3# 'e’, therefore:

Xo=ay, X1=8p, ..., Xm1= Os€s ...(5.15)

We called the variables*a;*...*e origin variables, while x thenew
variables.

In the same way, equation (5.15) can be appliethefeedback vector;C
Ci=Ciy +Ciz+Ciy Cig+CioCig+CigCia+CisCis
And the sequence S will be:
S=9+S5+ 555+ 555+ 554+ S:Ss,
S.t. $=S1+S2+S1S3+52S3+S3S4+S3Ss,



where sis the element i of S.
So the SLE's can be obtained by equation (5.10).

Example (5.2)
Let’s have the following feedback vectors for 5 IEFSwith lengths 2,3,4,5 and 6:

1
0
1 0
1 1
1 0 0
C01: 1 IQ)ZZ 0 IQ)3: 0 IQ)4: 0 IQ)E): 0 then m=69.
1 0
1 0
1
1

Let the output sequences be:
s$=.,10,2,0,0,2,1,1,0,1,...,0,0,0,0,0,1,1,0,1,1,0,0)

1 0
C01=Cs1=...=Cs5 =Cgs,1= (J ,C11=Cs1=...=CGs3,=Coss,1= (J

1
Co=Cs1= .. -:C64,1:C67,1:( J .

0
1 1 0
Cor=...=Cs37~| 0|,C1=...=Cs9~| 1|,Cp=...=Csa=| 1],
1 1 1
1 0 0
Ca=...=Ce5,7| 1|,Cp=...=Cg6~| 0|,Cs=...=Cs77~| 1|,
0 1 0
1
Co=...=Csg=| O |.
0
1 1 1
Coz=...=Css5,5 0 ,Ci13=...=Cs6,5= 0 ,Co=...=C7.5~ ! .
10 11 Tl
1 1 1




Caz=...=Ces 5

P P P O

And so on until we get:

0 0 1
0 1 0
CroF....=Cr 7| |, Caz=...=Csg | _|,Cia+=...=Cs05=| _|.
1 0 0
0 0 0

In the same process we gef &nd G, for i=1,2,...,609.
by applying equation (5.8),.Ewill be:
C,'=(1,1,1,0,1,1,0,0,1,0,0,0,0,1,0,0,1,...,0,0,0,0,000010,0,1).

Therefore,

11101100..00100001]0
10010100..11100011]|1
Y = .
...(5.16)

10011111..00111111]0
01111000...11011111]|0

5.8.3 Constructing A SLE's for Modified Threshold Generator

For the Modified Threshold system, leg Be the extended vector for
m variables, which consists of initial values frathLFSR’s andC is the
matrix of G vectors considering the CF; @presents the extended vector
of all feedback vectors;Cthen AxC=S.
From CF the number of variables (m) are:
L ] P S A 1 O P BT o B1 B PR E1 P P B PR O B e B P R P P e 5 P o BT DY B

Il 3l5H 1Mol A5+ 3l 4l 5+l 3l 4l s,

The initial value is:



Ao=A01A02A 03 A01A02A 04+ A01A02A 05T A01A03A 04t AoiA0sA 0sHA02A 03 04t
Ao2A03A05TA01IA02A 03t A02A04A 05T AnzA0sA 05+ A01A02A 03A 04T
Po1A02A03A 05T A01A02A04A 05t A01A03A 04A 05T A02A 03~ 04A 05
=(%,X1s -+ Xm-1),

S.t. %=a1181,813 X1=@1812803, ... Xm1= 8, A, A, A,

thus

Xo=aub1C1, X1=a1Co, ..., Xm-1= Dr2Ci30i4€5 ...(5.17)

In the same way, equation (5.17) can be applietherfieedback vector;C

Ci=Ci1 Ci2Ciz+Ci1 CipCig+Ci1 G2 Cis + Gy Cig Cig +Ci1 Cin Cis + G2 Cia Cig +Ci2CisCis
+G1 CiaCiz+Ci2Ciy Cis +CigCig Cis +Ciy CiCig Cig + Ciy Ci2Ciz Cis +Ciy Ci2Cig Cis
+C1CisCiy Cis+Ci2Ci3CisCis.

And the sequence S will be:

5=5S,S:+ 55,5+ SS,S+ S,SSH SISISH $SSH SIS+ S5 SSSs
+SS5+S,55:5+ 5,555+ 5,555+ SIS SSHSSSS:

S.t.

S$=S152S31S152S41S1S2S51S51S3S41S51S4S51S52S53S4 15253851 5152531525455
+93S4S51S515253S41S5152S3S51515254S51S5153S54S51525354Ss,

where sis the element i of S.

So the SLE's can be obtained by equation (5.10).

Remark (5.1):

It's important to mention that the (m) equationschhare needed to

solve the system must be linearly independent idemrto guarantee

obtained unique solution.



Example (5.3)

Let’s have the following feedback vectors for 5 IEESwith lengths 2,3,4,5 and 6:

0
1
1 1
1 0
C01:11C02:0 IC03:0 1C04:0 1C05:
1 0
1
1

R O O O O B+

then m=1624.

Let the output sequences be: S=(1,1,1,1,1,1,0,.,1,0,0,1,1,0,0)

1
Co1=Cs17C61=Co 1= -:C1620,1=C1623,1:(:J

0
’C1,1:C4.1:C7,1=C10,1:---=01618,1=C1621,1=(J ,

1
C21=C51=C51=Cy1 1=... =C1619,1:Cl622,1:[ J .

0

1
0

0

0
1 1
Co=...=C1617,7| 0|,C1=...=Cie187| 1 |,Co.=...=Cr610 7| 1
1 1
1 0
C3=...=Cie207| 1 |,Cs=...=Cr621,7| 0 |,C5 =...=Crp20.7| 1
0 1
1
,Co.=...=Cye237| 0.




,Cos=...=Cie11.5

B P O R

1
0

C0,3:...:C1609,3: 0 ,C1,3:...:C1610,3:
1

=C1612,3:

0
1
1 1
1

And so on until we get:

0 0

0 1
CioF....=Cie1 5 1]’ Cizz...=Cie22.5 0
0 0

In the same process we get, @nd Gs, for i=1,2,...,1623.
by applying equation

,C14,3: e =C1623,3:

Cag ..

L

o O O B

(5.8),.Ewill be:

C,'=(1,0,0,1,0,0,0,0,1,0,0,1, 1,0,0,1,0,0,0,0,1,0,0,1,0,0,0,0,1).
Therefore, then the augmented (1623x1623) matmlivbe:

0010000...
0000000QO...

0001111..
1110000...

000010011
11000000]|1

...(5.18)

00000000]|O
0000000O0]|O



5.9 Test the Uniqueness of The Solution of SLE's

Since the system of m variables, then there drk @quations, but only
m linearly independent equations are needed toesthle system. If the
system contains dependent equations, then thensysts no unique
solution. So first it should test the uniquenessafition of the system by
many ways like calculating the rank of the systemtrin (r(C")) or by
finding the determinant of the matrix. If the rae§ual the matrix degree
(deg(C")), then the system has unique solution, els€'jx degC")) the
system has no unique solution.

In order to calculate the@f() it has to use the elementary operations to
convert theC" matrix to a simplest matrix by making, as manyassible
of, the matrix elements zero’s. The elementary ajpans should be applied
in the rows and columns of the mat@, if it converts to ldentity matrix
then rC")=degC")=m, then we can judge tha€’ has unique solution
[Jaa.05].

Example (5.4)

0 011
. 1101 10 :
Let's have the matrixC = 110 ol by using the elementary
1 011
1 000
. : .10 1 00
operations, the matrix can be converted to their@tr = 0010l
0 001

this matrix has rank =4=deg{) then the matrix has unique solution.



For modified Geffe (Threshold) generator, we obthst the SLE's has
unique solution; of course we have to choose 624)10ndependent
equations not all are in sequence order for the'Slif example (5.2)

(example (5.3)).
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CHAPTER SIX
DISCUSSION OF DISSERTATION RESULTS

6.1 Introduction

In this chapter, first we will discussetdetails of applying the
basic efficiency criteria on the two proposed gatwes to calculate the
efficiency of each cryptosystems which are proposedhe previous
chapter. Secondly, We will attack the linequaions system of each
proposed cryptosystem solution suggested in chalpter The attack
represented by solving the linear equation systeimguGauss Elimination
method after modified it to be sautible to implenesl in GF(2).

let the Key Generator (KG) consist of nSHs have lengths
ry,r,...Ih  respectively with CF=sfxy,xo,...,%), s.t. %0{0,1} 1<i<n,
represents the output of LFSRet S={g,s,,...} be the sequence product
from KG and § j=0,1,... represents elements of S. |leb&the sequence i

product from LFSRwith g elements gi<n, j=0,1,...,.

6.2 Implementation of BEC on Modified Geffe

Generator

(a). Periodicity

The periodicity of this generator can calculatéodiews:
P(S)=lcm (2" - 12% —1,2% -12"% - 12" —1)
If the LFSR has maximum period then P&2" -1 [Gol.82].

P(S)zlj @ -1)



Example (6.1)

if r,=2,3,...,6 fori =1,2,...,5, then:

P(S)=l.c.m(3,7,15,31,63)
=l.c.m(35°.7°.31°, .5°.78.31°, 3.5.7°.31°, ¥.5°.7°.31", F.5°.71.31°)
— 4nax(0,1,2) gmax(0,1) smax(0,1) gqmax(0,1. 92 £l 71 341-9765.

(b). Randomness

From the truth table of CF of modified Geffe, netithat the ratio of
number of 0's (216) to the total output of the function = 32%32) is 0.5,
and so as the number of 1's, that's indicateshisagenerator can generates
random sequence. The truth table of CF is showalile (6.1).



Table (6.1) Truth table of Glof Modified Geffe generator.

x
-

RPR R RPRR PR R RPRRPRRRR R R OOO OO OO OOOOOOOOIO

RRlR|RRPRPRoloooooloor Rk R R RRROOCOOCIOoCIOK
ENFNANNTelelle =l ==l === Y S S S e e Y= X =] P
NN = r =l =1 =1 =1 S == ] (=] N N = Y PN (] P
=9 [O|lr|o|POP| o|FP ok lo|POFP o|F ok loR O kIO ROk o|FIOIX
NN N =l T I F= N === N P T T[] [=] AN =il l[=]l-{I=][=]{=] =L

0.5 0.5 0.5 0.5 0.5 0.5
Correlation Probability (GlPfor each LFSR Ratio of "0"

We have to test the randomness of the Modified €sginerator
using two samples denoted by c1 and c2 with 1eBO00 bits and 100000

bits respectively.



CRYPT-X [Gus.94] package used to test the outpaulte of CRKG
tested by using group of tests. Table (6.2) shtwsFrequency test™and
2" Binary Derivative test. While Change Point tesbwh in table (6.3).
Subblock (Poker) and Run tests described in t&hds.(

Table (6.2) GEtested by frequency and binary derivative tests.

Test | Ex.| Length| n; | mean(1)| prop(1) a

cl | 50000 | 24750| 25000.0| 0.4950 | 0.5826
c2 | 100000 49930| 50000.0| 0.4993 | 0.8468
1* | ¢1 | 50000 | 25115/ 25000.0| 0.5023 | 0.9927
BD | c2 | 100000] 50010/ 50000.0| 0.5001 | 0.9725
2" | ¢1 | 50000 | 25195 25000.0| 0.5039 | 0.3994
BD | c2 | 100000| 50360 50000.0| 0.5036| 0.2943

Freq.

Table (6.3) GEtested by Change point test.

Change | ny before| prop(1) | prop(1)
point (Cp) Cp before Cp | after Cp
cl | 50000 | 24001 12307 0.4905 | 0.5017 | 0.5182
c2 | 100000/ 48066 25279 0.4941 | 0.5031 | 0.4452

Ex. | Length a

Table (6.4) GEtested by subblock and Run tests.

Test| Ex. | Size| x*value | DF | mean(1)| prop(1)| «
cl > 0.4456 3 | e | 0.9307
n | c2 1.2338 0.7449
s | c1 10.3570 0.9967
s 4 71-7 IR S —
o) c2 9.5872 0.8449
~ [ci| g 2159084 .| | ___ 0.9645
c2 246.6523 0.6389
. 10.7353 | 20 | 2980 | 2981 | 0.4746
c2 13.4825 | 22 5253 5254 0.9188

Where n; denotes the number of onasgan(l) is the mean of ones,
prop(1) is the proportion of ones, and lastlyis the tail-area probability or

can be called significance probability.



(c). Linear Complexity
Let's denotes the Linear Complexity for the geregtasequence by
LC(S), then it can by calculated by:

LC(S)= nrtrotrirstrars+rarstrars.

Example (6.2)
Let's use the same information mentioned in exarfgple, then:
LC(S)=2+3+2*4+3*4+4*5+4*6 = 69

Now BerlyCamp-Massey algorithm will applied to esite the LC
of GF;, table (6.5) shows LC(G)-for various generated sequences lengths.

Table (6.5) LC(GE) of various sequences length.

E Len LC(G Ratio
X. gth Fs)
1 4000 1993 0.4987
5

2 1000 5003 0.5004
0

3 2000 10354 0.5177
0

(d). Correlation Immunity
Notes from table (6.5) (from the shaded cells) ttieg number of

similarity between xand the output of CF is 16 bits from the total hem
32 bits 0i, then the correlation probability (§Pcan be calculated as
follows:

CR=16/32=0.5,fori=1,2,...,5.

Let's denotes the Correlation Immunity for the gatexl sequence
by CI(S), then it can by calculated by:

CI(S) =5,



since the number of immune variables)b.
This indicates that modified Geffe generator is um@ and it cannot be
attacked by correlation attack or fast correlatattack, while the origin

Geffe generator is not immune [Sie.84] (comparéewalb.1) and (6.1)).
Naturally, the same results can be obtained fraemattove tables by
using the real time run of the generator. Tabl&)(8hows these results

from various comparison sequences.

Table (6.6) CP and CI results for various sequelsreghs.

Ex. | Length cP Cl
X1 X5 X3 X4 X5

cl 20000 0.502 | 0.521] 0.572 0.529| 0511 4

c2 0.494| 0.497] 0.5000.498 | 0.499| 5

cl 40000 0.503| 0.471] 0.502 0.530| 0.495] 5

c2 0.499| 0.499 0.5020.498 | 0.499 5

6.3 Implementation of BEC on Modified 5-

Threshold Generator

(a). Periodicity

The periodicity of this generator can calculatéodisws:
P(S)=lcm(2" - 127 -12"% - 12" - 12° -1)
if the LFSR has maximum period then P& 2" -1 [Gol.82].

P(S)=|j @ -1).



Example (6.3)
if r,=2,4,5,6,8 fori=1,...,5, then:
P(S)=l.c.m(3,15,31,63,255)

=l.c.m(3.5°.7°.17.31° 35" 7. 17.31°, 3.5°.7°17.31",

F5.7 1731 3. 5.7 17.31°)
— 3nax(0,1,2?5max(0,1). 7max(0,1) -17max(0,1).31max(0,1)

= 3.5 71.1731'=166005.

(b). Randomness
From the truth table of TFFof modified 5-Threshold, notice that the
ratio of number of 0's to the total output of thedtion = 32 (2=32) is 0.5,
this mean the number of O's = 16 and so as the eumb 1's, that's
indicates that this generator can generates rarsegunence.
The truth table of T&is shown in table (6.7).



Table (6.7) Truth table of Efof modified 5-Threshold generator.

Fs

0.5

X5

X4

X3

X2

X1

0.6875| 0.6875| 0.6875| 0.6875| 0.6875

Correlation Probability (GPfor each LFSR Ratio of "0"




We have to test the randomness of the Modified €sgfnerator

using two samples denoted by c1 and c2 with leBG®0 bits and 10000

bits respectively.

CRYPT-X [Gus.98] package used to test the outpstlte of 5-
Threshold Generator tested by using group of t8stble (6.8) shows the

Frequency test,*land 2° Binary Derivative test. While Change Point test
shown in table (6.9). Subblock (Poker) and Runstéegscribed in table

(6.10).
Table (6.8) Tk tested by frequency and binary derivative tests.
Test | Ex.|Length| n; | mean(1)| prop(1) a
Fre cl | 50000 | 25035| 25000.0| 0.5007 | 0.6550j
9-1 ¢2 | 100000 50110| 50000.0| 0.5011 | 0.3642
1°' | c1 | 50000 | 25005| 25000.0| 0.5001 | 0.9303
BD | c2 | 100000| 49930| 50000.0| 0.4993| 0.5468
2" | ¢1 | 50000 | 24890| 25000.0| 0.4978|0.9897
BD | c2 | 100000| 50160/ 50000.0| 0.5016 | 0.1894
Table (6.9) TEtested by Change point test.
Change | n; before| prop(1) | prop(1)
Ex.| Length point (Cp) Cp before Cp | after Cp a
cl | 50000 | 23749 11852 0.5025 | 0.4990 | 0.5548
c2 | 100000 51533 26012 0.4997 | 0.5021 | 0.6250]
Table (6.10) TEtested by subblock and Run tests.
Test| Ex. | Size| x%value | DF | mean(1)| prop(1)| «
cl 5 0.2461 3 | e | 0.9698
»n | c2 2.2141 0.8580
s [c1 6.7490 0.9642
o 4 15 | e | e
o | c2 10.7923 0.7923
= [cl] g [2296054] ... | 0.8711
c2 241.5842 0.7190
Run cl| 17.9685 | 26 | 23847 23847 | 0.9997
c2 17.2414 | 28 | 41955 | 41954 | 0.9437




(c). Linear Complexity

The Linear Complexity is defined as the lengththef shortest LFSR
(which is equivalent LFSR) that can mimic the gem@r output. Any
sequence generated by a finite-state machine ofreit@field has a finite
linear complexity [Mas.69].

Let's denotes the Linear Complexity for the geregtatequence by
LC(S), then it can by calculated by:
LC(S)=nraratrlolg+riralsHralal s+ rilalsHol g4+l als+ ol 3+ ol 4l 5+ 3l gl s+

F1lol3l 4ol 35t ol 45113l 4 5H 1ol 3l 4l .

Example (6.4)

Let's use the same information mentioned in exarf@le, then:

LC(S)=2*3*4+2*3*5+2*3*6+2*4*5+2*4*6+2*5*6+3*4*5+3*4 *6+
3*5*6+4*5*6+2*3*4*5+2*3*4*6+2*3*5*6+2*4*5*6+3*4*5*6
=1624

Now BerlyCamp-Massey algorithm will applied to esite the LC
of CRKG, Table (6.11) shows LC(¥for various sequences length from
the two outputs.

Table (6.11) LC(GE) of various sequences length.

E Len LC(G Ratio
X. gth Fs)
1 4000 1958 0.4895
2 1000 5107 0.5107
0
3 2000 9906 0.4953
0




(d). Correlation Immunity

Notes from table (6.7) (from the shaded cells) tiat number of
similarity between xand the output of CF is 22 bits from the total hem
32 bitslli, then the correlation probability (§Ran be calculated as:

CR =22/32 =0.6875, fori=1,2,...,5.

Let's denotes the Correlation Immunity for the gatexl sequence
by CI(S), then it can by calculated by:

CI(S) =0,
since the number of immune=x0.

This indicates that this generator can be attadkgdcorrelation
attack or fast correlation attack [Sie.84].

Naturally, the same results can be obtained framattove tables by

using the real time run of the generator. Tabl@éZ6shows these results

from various comparison sequences.

Table (6.12) CP and CI results for various sequetaggths.

Ex. | Length cP Cl
X1 X2 X3 X4 X5

cl 20000 0.679 | 0.653| 0.622 0.699 | 0.701 0

c2 0.684| 0.691 0.6640.682| 0.677 0

cl 40000 0.655| 0.678| 0.671 0.685| 0.670 0

c2 0.683| 0.671 0.66D0.673| 0.681 0




6.4 Solving the SLE's

After be sure that the SLE's has unique solutibe, $LE's can be

solved by using one of the most common classicahous, itsGauss
Elimination method. This method chosen since it has lower complexity
than other methods. As known, this method dependintyvo main stages,
first, converting the matrix Y to up triangular mat and the second one, is

finding the converse solution [Jaa.05].

6.4.1 Solving SLE's for Single LFSR
Applying Gauss elimination on SLE's generated fraingle LFSR is

easy than solving SLE's generated from system @&R& or generator
since there is no combining function (especiallyiti¥ not non-linear
function). After solving we obtain the initial vads of the attacked LFSR
directly, since we have system with degree equtiddength of LFSR.
Example (6.5) shows the solving of a single SL&tohe LFSR.

Example (6.5)
Let’s use the matrix Y of equation (5.13), afteplgpg the elementary

operations, and then the up triangular matrix is:

11 0
011 0
0 01 1
0 00 1|1
Now_applying the backward solution to get the alitialue vector:

As=(0,0,0,1).

0

Y'=

O O




6.4.2 Solving SLE's for Modified Geffe Generator

The SLE's of 5 LFSR’s is more complicated than SL&' a single
LFSR, specially, if the CF is high order (non-linefunction. First, it
should solve the variables which are consists dfiptying more than one
initial variable bits of the combined LFSR’s. wetige that every system
has its own SLE's system because of the CF, ssibtvn solving method.

As an example to find the variables af modified Geffe generator,
after solving the SLE's we found that (6) varial{e$ equal (1) only from
the whole number of variables (69 variables), s.t.:

X1=Xa4=X19=X24=X44=Xes=1; elsewhere x0 e (6 1)

From equation (5.15), we know that evegyscconsists from product of
(1) or (2) unknowns, where,l3,c,d;,e, are initial values the five LFSR's
contribute in 5-modified Geffe generator s.t. i53,2,5. The SLE's Y

which mentioned in example (6.2) will be solvedhe next example.

Example (6.6)
From equation (6.1), and table (6.13):
Table (6.13) finding origin variables from new \aie () for GFs.

i | k=L Combination of r; Indices of variables
1 1 r-1 X

2| 4 r+ro-1 bs

3| 12 [Hro+r*rs-1 &Cy

4| 24 [+ ¥ 3% 3-1 bsC4

5( 24 It 3™ 3+ 1 4-1 C.0s5

6| 68 | rHroHr*ratr*rs+rs*r 4+, rs-1 Caeg




Xo=a=0, x=a&=1, %=b;=0, x%=b,=0, x%=bs=1, and %,=c,*ds=1, this
means g=ds=1 and so on until we found all the initial valusdsall LFSR's
contribute the modified Geffe generator. But foamwple ¢ (dy,e) not
appears in the above group so definitely it's "@id so on for other
variables.

After applying the above process we get:

* Aoi=(ay,&)=(a11,a21)=(0,1).

o Ao=(by, bz, bz)=(a12a22,a32)=(0,0,1).

e Ap3=(C1,C2,C3,Cs)=(a13,a23,a33a43)=(0,0,0,1).

o Aps=(dy,02,03,04,05)=(a14,824,834,844,8254)=(0,0,0,0,1).

o Aps=(E1,6,6564,65,65)=(a15825a35845as5a65)=(0,0,0,0,0,1).

6.4.3 Solving SLE's for Modified Threshold Generator

For the modified Threshold generator, it's going solve the
variables @ I1<k<m-1, then solving the initial values;asince x is
represented by multiplying three initial bits in tBdms, and four initial bits
in 5 terms. In another word, every system has wa &LE's style to be
solved because of the CF, so it has own solvindnoaket

As an example to find the variables; @f modified Threshold
generator, after solving the SLE's we found thava&%ables (x) equal (1)

from the whole number of variables, for example:

X23=X53=Xgg=X129=X177=X237=X297=X369— X459—X579— X699—X843—X1023—

X126=X162= 1; elsewhere x0 ...(6.2)

From equation (5.17), we know that every ig consists
from product of three or four unknowns, whekg, &,d, e, are
initial values of the five LFSR's contribute in niioed Threshold
generator s.t. i=1,2,3,4,5. The SLE's system Y tvmentioned

in example (6.2) will be solved in the next example



Example (6.7)
From equation (6.2), and table (6.14):
Table (6.14) finding origin variables from new \abies (x) for TF..

I | k=L | Combination of r; | Indices of variables
1 23 L=ri*ro*ra-1 apb3Cy
2 53 L=L+r*ro*ry aobsds
3 89 L=L+r{*ro*rg bs6s
4 | 129 L=L+r *r3*ry aC40s
5| 177 L=L+r;*r3*rs &C465
6 | 237 L=L+K*r,*r 5 0565
7 | 297 L=L+k*r3*r, b,Cads
8 | 369 L=L+B*r 3*I5 b,C4e5
9 | 459 L=L+B*r 4*r5 b,dse;
101|579 L=L+15*r 4*r 5 C40565
111|699 L=L+r*ro*r3*r, absC405
12| 843 L=L+r*ro*r3*rs 3465
13| 1023 L=L+r*ro*r 4*rs absdse;
14| 1263 L=L+r*rs*r*rs C10565
15| 1623 L=L+r*r3*r 4*r 5 bsC.dse5

Xos=a&*bs*c,=1, this means ,abs=c,=1 and Xz=a,*bs*ds=1 this
means gbs=ds=1 and so on until we found all the initial valuekall
LFSR's contribute the modified Threshold generaBut for example
&*bs*c4*d =0, since g=bs=c,=1 then d definitely equal "0", and so on for
other variables.

After applying the above process we get:

* Aoi=(an,&)=(a11,221)=(0,1).
o Aop=(by, by, bz)=(a12a22a32)=(0,0,1).
o Apz=(C1,C,C3,Cq)=(a13,@23,a33,a43)=(0,0,0,1).



® A04: (dla d2’ d3’ d4’ d5):(a141a241a341a441a54)=(0 ’ O ’ 0 ’ 01 1) .
o Aos=(e1,6,63,64,65,65)=(a15,a25835a458s5865)=(0,0,0,0,0,1).
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CHAPTER SEVEN
CONCLUSIONS AND RECOMMENDATIONS

7.1 Introduction

The research contribution based on investigatimgicacting, testing

uniqueness and solving the system of linear equsaind single LFSR and some

suggested new different systems like: Modified €eiitd Threshold generators. These

SLE's are solved using binary Gauss eliminatiorhogktvhich modified to be suitable

to work in GF(2) filed.

7.2 Conclusions

The following are some points concluded from thiglg:

1.

If we change our attack from known plain attackctpher attack only, which
means, changing in the sequence S (non-pure absalues), so we shall find a

new technique to isolate the right equations ireotd solve the LES.

It is not hard to construct a SLE's of any otheBRFsystems; of course, we have to
know all the necessary information (CF, the numblecombined LFSR's, their

lengths and tapping).

We can find the determinant of the augmented ma¥fixo investigate the

uniqueness of the solution of the SLE's.

In non-linear generators, we notice that we doa&dall the produced variables to
solve the SLE's.

Notice that the two suggested non-linear systemad(fitd Geffe and Threshold)

are passed all basic efficiency criteria specittly randomness, but these system



can be cryptanalyses as seen in chapter four,esddsigner must pay attention to
the method of analysis discussed on this thesis.

7.3 Recommendations

This Thesis recommends the following suggestiofutase works:

1. We propose to use other methods of solving SLEs, Gauss-Jordan, Gauss-
Sidel,...,etc.

2. As future work, we suggest construct SLE's for am&nown and famous

generators published in cryptography conferencdgaurnals.

3.  We suggest to use some methods to solve the nearlinystem of Geffe or
Threshold generators, like Newton-Raphson methbi method remains the
number of unknowns more less then when it convexde8LE's, for instance, in
Modified Geffe the number of variables are (69)iafales, while when using the
new technique, the number of variables is just {20jables.



References



References

[All.85]. Allenby, R. B., ‘Rings, Fields and Groups’, Springer-Verlag,
1985.

[AIS.09]. Al-Shammari, A. G., Mathematical Modeling and Analysis
Technique of Stream Cipher Cryptosystems’, Ph. D. Thesis,
University of Technology, Applied Sciences, 2009.

[And.94]. Andrews, G. G, Number Theory”, Dover Publications,
October 1994.

[Ap0.98]. Apostol, T. M., I'ntroduction to Analytic Number Theory”,
Corrected 8 Printing, Undergraduate Texts in Mathematics,
Springer-Verlag, 1998.

[Aug.85]. August, D., Information Theoretic Approach to Secure
LFSR Ciphers’, Cryptologia, pp. 351-359, October, 1985.

[Bau.95]. Baum, U. and Blackburn, S.Clock Controlled
Pseudorandom Generators on Finite Groups’, K.U Leuven
Workshop Cryptographic Algorithms, Springer-Verlag95.

[Bek.82]. Beker, H. and Piper, FCipher Systems. The Protection of
Communications’, John Wiley & Sons, New York, 1982.

[Ben.99]. Bennett, D. J. Randomness’, Harvard University Press,
October 1999.

[Bha.77]. Bhattacharyya, G., and Johnson, Rtatistical Concepts and
Methods’, John Wiley and Sons, New York, 1977.

[Bla.87]. Blahut, R. E., Principles and Practice of Information
Theory”, Addison-Wesley, Reading, Massachusetts, 1987.

[Bra.88]. Brassard, G.,Modern Cryptology: A Tutorial”, LNCS 325,
Springer-Verlag, New York, 1988.



[Bri.99]. Briceno, M., Goldberg, I., and Wagner,, DA Pedagogical
Implementation of A5/1”, Available at http://jya.com/a51-
pi.htm (accessed August 18, 2003), 1999.

[Br1.83].Bruer, J. O., On Nonlinear Combinations of Linear Shift
Register Sequences’ Internal Report LITH-ISY-1-0572,1983.

[Car.88]. Carrol, J., and Robins, L.,Cémputer Cryptanalysis’,
Technical Report No. 223, Dept. of Computer Scieride

University of Western Ontario, London, Ontario, 898

[Che.05]. Chen, K. and et alpfagon: A Fast Word Based Stream
Cipher”, eSTREAM, ECRYPT Stream Cipher Project, Report
2005/006 (2005-04-29), 2005.

[Che.91]. Chepyzhov, V. and Smeets, BOn“a Fast Correlation
Attack on Certain Stream Ciphers’, Advances in Cryptology—
EUROCRYPT '91 (LNCS 547), 176-185, 1991.

[Cla.96]. Clark, A., Goli, J. , and Dawson, E.A“Comparison of Fast
Correlation Attacks’, D. Gollmann, editor, Fast Software
Encryption, Third International Workshop (LNCS103945—
157, Springer-Verlag, 1996.

[Cod.97]. Coddington, P. D., Random Number Generators for
Parallel Computers’, Northeast Parallel Architectures Center,
111 College Palace, Syracuse University, Syracus¥,
13244-4100, U.S.A. Ver. 1.1, 1997.

[Dav.91]. Davalo, E. and Nairn PNeural Networks’, Machllan, 1991.

[eST.05]. eSTREAM ECRYPT Stream Cipher Project, IST-2002-
507932. Available at http://www.ecrypt.eu.org/stréa
(accessed September 29, 2005), 2005.

[Flu.00]. Fluhrer, S. R. and McGrew, D. AStatistical Analysis of the
Alleged RC4 Keystream Generator”, In B. Schneier, editor,



Fast Software Encryption 2000, volume 1978 of Lextdotes
in Computer Science, pages 19-30. Springer-Ve2ag0.

[Fra.94]. Fraleigh, J. B.,A First Course in Abstract Algebra’ 5"
Edition, Addison-Wesley, 1994.

[Gef.73].Geffe, P. R., How to Protect Data with Ciphers that are
Really Hard to Break”, Electronics pp. 99-101, Jan. 4, 1973.

[Gil.02]. Gilbert, W. J. Modern Algebra with Applications’, Wiley-
Interscince, March 2002.

[Gol.82]. Golomb, S.W., Shift Register Sequences’ San Francisco:
Holden Day 1967,(Reprinted by Aegean Park Pre392).

[Gol.89]. Goldberg, D. E., Genetic Algorithm in Search,
Optimization, and Machine Learning”, Boston: Addison-
Wesley, 1989.

[Gus.94]. Gustafson, H., Dawson, E., Nielsen, Ld &aelli, W.,’A
Computer Package for Measuring the Strength of
Encryption Algorithms’, Computers & Security, 13 (1994),
687-697.

[Gus.96-1]. Gustafson, H.Statistical Analysis of Symmetric Ciphers’,
PhD thesis, Queensland UniversatyTechnology, 1996.

[Gus.96-2]. Gustafson, H., Dawson, E., and &ali., ‘Randomness
Measures Related to Subset Occurrence’, E. Dawson and J.
Goli¢, editors, Cryptography: Policy and Algorithms,
International Conference, Brisbane, Queensland,traliss,
July 1995 (LNCS 1029), 132-143, 1996.

[Hal.02]. Halevi, S., Coppersmith, D., and Jutla, &, ‘Scream: A
Software Efficient Stream Cipher”, In J. Daemen and V.
Rijmen, editors, Fast Software Encryption 2002 unat 2365
of Lecture Notes in Computer Science, pages 195-209

Springer-Verlag, 2002.



[Hec.90]. Hecht-Nielsen, R., Neurocomputing”, Addison-Wesley
Publishing Co. Inc., U. S. A., 1990.

[Hen.89]. Henkel, W., Another Description of the BerleKamp-Massey
Algorithm”, IEEE Proceedings, vol. 136, pt. 1, no. 3, pp/-19
200, June, 1989.

[Jaa.05]. Jaan KiusalaasNdmerical Methods in Engineering with
MATLAB”, Cambridge University Press, 2005.

[Jan.90]. Jansen, C. J. and Boekee, D. B)n the Significance of the
Directed Acyclic Word Graph in Cryptology”, Advances in
Cryptology— AUSCRYPT '90 (LNCS 453), 318-326, 1990.

[Joh.02]. Johansson, T. and JOonsson, ®n, the Complexity of Some
Cryptographic Problems Based on the General Decoding
Problem”, IEEE Transactions on Information Theory, 48(10):
2669-2678, 2002.

[Kla.94]. Klapper A., “The Vulnerability of Geometric Sequences
Based on Fieds of Odd Characteristic’, Journal of
Cryptology,7(1994),33-51.

[Kon.81]. Konheim, A. G., Cryptography: A Primer”, John Wiley and
Sons, Inc., 1981.

[Man.01]. Mantin, I. and Shamir, A.Ptactical Attack on Broadcast
RC4”, In M. Matsui, editor, Fast Software Encryptiof(,
volume 2355 of Lecture Notes in Computer Scien@gep
152-164. Springer- Verlag, 2001.

[Mas.69]. Massey, J. L. Shift-register synthesis and BCH decoding”,
IEEE Transactions on Informatiohheory, 15 (1969), 122—
127.

[Mat.93]. Matthews, R. A. J.,The Use of Genetic Algorithms in
Cryptanalysis’, Cryptologia, vol. XVII, no 2, pp. 187-201,
April, 1993.



[Mat.95]. Matt, J. B., Stream Ciphers Technical Report TR-701",
RSA Laboratories, 1995.

[Mau.92]. Maurer, U. M., A Universal Statistical Test for Random Bit
Generators’, Journal of Cryptology, v. 5, n. 2, 1992,
[Men.96]. Menezes, A. P. van Oorschot, P. and Wmes S.,

“Handbook of Applied Cryptography”, CRC Press, 1996.

[Mey.82]. Meyer, C. H. and Matyas, S. MCryptography: A New
Dimension in Computer Data Security”, John Wiley and
Sons, New York, 1982.

[Mis.98]. Mister, S., Cryptanalysis of RC4-like Stream Ciphers’,
M.Sc. thesis, Queen’s University, May 1998.

[Mot.95]. Motwani, R. and Raghavan, PRahdomized Algorithms’,
Cambridge University Press, 1995.

[Obe.89]. Obermeier, K. K. and Barron, J. Jimeto Get Fired Up”,
Byte, pp. 217-224, August 1989.

[Pap.01]. Papoulis, A.Probability Random Variables, and Stochastic
Process’, McGraw-Hill College, October, 2001.

[Pau.03]. Paul, S. and Prenel, BAnalysis of non-fortuitous predictive
States of the RC4 Keystream Generator”, In T. Johansson and
S. Maitra, editors, Progress in Cryptology—INDOCRYP
2003, volume 2904 of Lecture Notes in Computer Science,
pages 52—-67Springer-Verlag, 2003.

[Pau.04]. Paul, S. and Prenel, BA ‘New Weakness in the RC4
Keystream Generator and an Approach to Improve the
Security of the Cipher”, In B. Roy and W. Meier, editors, Fast
Software Encryption 2004, volume 3017 of Lecturedsoin
Computer Science, pages 245-259. Springer-Ver(#y.2

[Pet.79]. Pettitt, A. N., A Non-Parametric Approach to the Change
Point Problem”, Applied Statistic, 28(2), 126-135, 1979.



[Rec.04]. Rechberger, C.Sidle Channed Analysis of Stream Ciphers’,
Master's Thesis, Institute for Applied Informati®nocessing
and Communications (IAIK) Graz University of Teclhogy,
Graz, Austria, 2004.

[Riv.97]. Rivest, R. L., Hand Book of Applied Cryptography”, John
Wiley & Sons, 1997.

[R0g.94]. Rogaway, P. and Coppersmith, DA, Software- Optimized
Encryption Algorithm”, In R. J. Anderson, editor, Fast
Software Encryption’93, volume 809 of Lecture Notes
Computer Science, pages 56—-63. Springer-Verlag}.199

[Rue.86-1]. Rueppel, R. A.Ahalysis and Design of Stream Ciphers’
Springer-Verlag, Berlin, 1986.

[Rue.86-2]. Rueppel, R. A, Linear Complexity and Random
Sequences’, Advances in Cryptology-EUROCRYPT'85
(LNCS 219), 167-188, 1986.

[Rue.87]. Rueppel, R. A. and Staffelbach, O. Protlucts of Linear
Recurring Sequences with Maximum Complexity”, IEEE
Transactions on Information Theory, 33 (1987), 13-

[Sch.96]. Schneier, B. Applied Cryptography: Protocols, Algorithms,
and Source Code in C”, John Wiley & Sons, New York, 2nd
edition, 1996.

[Sel.66]. Selmer, E. S.,Linear Recurrence over Finite Field”,
University of Bergen, Norway, 1966.

[Sie.84]. Siegenthaler, T., Correlation-Immunity of Nonlinear
Combining Functions for Cryptographic Applications’,
IEEE Transactions on Information Theory, 30 (1984j6—
780.



[Sie.85]. Siegenthaler, T.Decrypting a Class of Stream Ciphersusing
Ciphertext Only”, IEEE Transactions on Computers, 34
(1985), 81-85.

[Sma.03]. Smart, N.,Cryptography: An Introduction”, McGraw-Hill
Education, 2003. ISBN 0-077-09987-7.

[Spi.93-1]. Spillman, R., Janssen M., Nelson Bd &®pner, M, Use
Of A Genetic Algorithm In The Cryptanalysis Of Simple
Substitution Ciphers’, Cryptologia, vol.16, no. 1, pp. 31-44,
1993.

[Spi.93-2]. Spillman, R., and Rechard, ACryptanalysis of Knapsack
Ciphers Using Genetic Algorithms’, Cryptologia, Vol. 17,
1993.

[Sta.89]. Staffelbach, O. and Meier, WEdst Correlation Attacks on
Certain Stream Ciphers’, Journal of Cryptology, 1 (1989),
159-176.

[Sti.95]. Stinson, D. R., Cryptography: Theory and Practice’” CRC
Press, 1995.

[Whi.05]. Whitesitt, J. E., Boolean Algebra and its Application”,
Addison-Wesley, Reading, Massachusetts, April, 2005

[Yan.00]. Yan, S. Y., Number Theory for Computing”, Springer-
Verlag Berlin Heidelberg, New York, 2000.

[Z0l.04]. Zoltak, B., VMPC one-way function and stream cipher”, In
B. Roy and W. Meier, editors, Fast Software Enaoyp2004,
volume 3017 of Lecture Notes in Computer Scien@gep
210-225. Springer-Verlag, 2004.



i lall

hdY) yuiliStream Ciphers & L sile . il Gl )l Gl aaf 2l s
caalgll Cdgll A ALl malsll (aill e (aaly ed) S 6 Ledale) 3dia oy jdds
Jamsall (e 25 lly Conlill Jansall el L Cgl) pa 5 i Jysad Alla pladinl
byl 4,350 53 Jadd) CaalILFSR el dyylais jadill ale Jlae 3 a2ding

3l bl Al Lunlie cpdic) Talg V) Aailes s Adlsdall ¢ Jadl) adaill 3ysall ()
Jidi Laajliely ¢ Al Alall 5 Canlil) Jawsall e ziliall alge adie) sl cslaall alge
oY) i) ala ol Al sl

Ol Aa e Baaa dlS el Jdady apeal lad (page Ol B S Gl I
Agdnfy cam salse Cnan Olajitall plallaill cpdg e (pallas (o Latypshi a3 jleldail)
5y saall

il Jd Lylas s el cpalsall Bl 5 SN anlie s 5 cCndl 138 DA (4
i Ganlial) o8 lalaill laa bl 8y L (Laay ol Lale) Leadl clad) )

plad da o5 dulasg (ands el Dl (e Gaayital) Gy saal) Gpalsall Jalas 23 238 il
alai da o L dlall Laaaiad e aiplls aalsall e Aapiall Aagliiall 4dadll Y alal)
calsl) Agall b A8 L) daa il Dl all A5 2l alagl Jiay ddadd) Y aladl

3oLl Caplie Sy () camy Age JS () 1sa Canall 13 e 4alisivd (o L pal ()

ilaaleall g 153 A (el (s S e 1a (K1 Al



a1l a1 4] ana

Lk gy J99...
aslaad) dad) ) 3o

(114) Y ada 3 ) g




C\ements Univers. . .
> X Toallal) Guiad€ il dnala

(ianady) jddl] aii Jula
ddal ) ¢Mawuall il

o Aasie Al
OaiiadlS il dnala
Ciludaly ) agle B Adudd o) 5 giSa Ay jo Jui cilllaia (e £ 52 (A

lial) J8 e dadia
@A)y (b 0
Sl il
PRIVEN | EDP L TNENRPY

Baghdad 2012



